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Abstract: 
Symmetric cryptographic check values are very sensitive to any change of the message they are appended to. They change about 50% of their bits, if one or more bits of the message change, making the message useless. For the successful verification of symmetric cryptographic check values all of bits of the received check value and that one recalculated of the received message have to be correct. Such a hard verification of messages protected by symmetric cryptographic check values is not suitable for many applications. The introduction of soft verification enables acceptance of messages modified by transmission over a noisy channel, which would be rejected by hard verification. At first an overview over existing algorithms, which introduce tolerant verification of symmetric cryptographic check values, will be given. Afterwards, algorithms are presented, which introduce tolerant verification of messages protected by symmetric cryptographic check values together with a correction of messages corrupted due to the noisy channel. Results show how promising novel algorithms are for correction of messages, which suffer an error rate despite of the use of channel codes.
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