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Abstract: - In this paper a wavelet-based steganographic method is proposed for robust short-message hiding.
The message is embedded into the most significant wavelet coefficients of a cover image to provide invisibility
and resistance against lossy transmission over cellular networks, compression or other distortion. The
architecture consists of three modules. In the first module the initial message is enciphered by an encryption
algorithm. The enciphered message is imprinted onto a white-background image to construct the message-
image to be hidden. In the second module the cover image is decomposed into two levels with seven subbands,
using the DWT. Next Qualified Significant Wavelet Trees (QSWTS), which are paths of significant wavelet
coefficients, are estimated for the highest energy pair of subbands. During the third module the message-image
is redundantly embedded to the coefficients of the best QSWTs and the IDWT is applied to provide the stego-
image. The robustness and efficiency of the proposed steganographic system is evaluated under various loss
rates, combined with different JPEG compression ratios.
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1. INTRODUCTION

Steganography’s roots are traced back in antiquity,
where, according to the historian Herodotus, the ancient
Greeks used to hide text of Xerxes' hostile intentions on
wax-covered tablets, so that messages could not be
noticed. On the other hand a significant interest for hiding
and enciphering systems has appeared during the last
decade, mainly due to two reasons. Firstly,
telecommunication and publishing industries have
become interested in hiding copyright marks (watermarks)
in digital media such as audio, video, documents etc.,
foreseeing the urgent need for intellectual property
protection. Secondly, decisions by various governments to
consider strong encryption agorithms out of law, have
motivated people to study methods by which enciphered
messages can be embedded in seemingly innocuous cover
media [1]. Furthermore the need for private and
sufficiently secure communications in several applications
such as ebanking, mobile telephony, medical data
interchanging etc., israpidly increasing.

To confront these needs cryptography and
steganography were proposed, where in cryptography a
message is scrambled so that it cannot be understood,

while in steganography the message is hidden so that it
cannot be seen. Generaly, steganography utilizes the
typica digital media such as text, images, audio or video
files as a carrier (called a host or cover signal) for hiding
private information in such a way that unauthorized
parties cannot detect or even notice the presence of
concealed information.

Several steganographic algorithms have been proposed
in literature most of which are performed in pixel domain,
where more embedding space (capacity) [2] is provided.
Many of the existing approaches are based on Least
Significant Bit (LSB) insertion, where the LSBs of the
cover file are directly changed with message hits.
Examples of LSB schemes can be found in [3], [4]. LSB
manipulation programs aso exist for severa image
formats and can be found in [5]. However, LSB methods
are vulnerable to extraction. More specifically in [6] it is
pointed out that most LSB techniques for palette images
with a small number of colors can be broken by analyzing
the palette for close pairs of colors. In [7] the proposed
Chi-square steganalytic technique can reliably detect
stego-images, with messages embedded in consecutive
pixels (such asin Steganos, J-Steg or S-tool products). In
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Figure 1: System overview.

[8] steganalysis of LSB messages embedded in high-
color-depth digital images is performed. Additionally
LSB techniques are very sensitive to image
manipulations. For example converting an image from
BMP to JPEG and then back would destroy the hidden
information [6]. Furthermore if an enciphered message is
transmitted over an error prone network then it may not
be possible to decipher it, evenin case of little losses.

On the other hand, a limited number of methods to
confront these problems has been proposed. In [9] spread
spectrum image steganography (SSIS) was introduced.
The SSIS incorporated the use of error control codes to
correct the large number of bit errors. In [10] the message
is hidden in the sign/bit values of insignificant children of
the detail subbands, in non-smooth regions of the image.
Using this technique a steganographic messages can be
send in lossy environments, with some robustness against
detection or attack. However low losses are considered
and the problem of compression remains.

In this paper an efficient steganographic method is
proposed for message hiding into images, providing
perceptual invisibility and significant resistance under
compression and lossy transmission. In particular the
initial message is enciphered using one of the encryption
methods proposed in literature [11]. Afterwards the
cipher-message is imprinted onto a white-background
image to construct the message-image to be hidden. By
imprinting the cipher-message onto an image, the amount
of information to be hidden is reduced, but the robustness
against transmission losses, compression or other
distortion increases significantly. Then a proper cover
image is selected according to the size of the final
message and is decomposed into two levels by the
separable 2-D wavelet transform, providing three pairs of
subbands (HL,, HL,), (LH,, LH)) and (HH,, HH,). Next,
the pair of subbands with the highest energy content is
detected and a Quadlified Significant Wavelet Trees
(QSWTs) approach is proposed in order to select the
coefficients where the final message should be casted.
QSWTs, which are based on the definition of the EZW
algorithm [12], are high-energy paths of wavelet
coefficients and enable adaptive casting of the message-
image energy in different resolutions, achieving resistant
information embedding. Finaly the message is
redundantly embedded to both subbands of the selected
pair, using a non-linear insertion procedure that adapts the

message to the energy of each wavelet coefficient.
Differences between the original and the stego-image are
imperceptible to human eyes, while messages can be
retrieved even under compression and severe |osses.
Experimental results exhibit the efficiency and robustness
of the proposed steganographic scheme. An overview of
the proposed system is presented in Figure 1.

The paper is organized as follows: in Section 2 the
theory about Qudlified Significant Wavelet Trees
(QSWTys) is shortly presented. In Section 3 the proposed
hiding strategy and message recovery methods are
analyzed, while experimenta results on red life images
are shown is Section 4. Finally Section 5 concludes this

paper.

2. QUALIFIED SIGNIFICANT WAVELET
TREES (QSWTS)

By applying the DWT once to an image, four parts of
high, middle, and low frequencies (i.e. LL;, HL;, LH,,
HH,) are produced, where subbands HL,, LH,; and HH,
contain the finest scale wavelet coefficients. The next
coarser scale wavelet coefficients can be obtained by
decomposing and critically sub-sampling subband LL;.
This process can be repeated severa times, based on the
specific application. Furthermore the original image can
be reconstructed using the IDWT. In the proposed
steganographic  scheme,  coefficients with  local
information in the subbands are chosen as the target
coefficients for hiding a message. The coefficients
selection is based on the QSWT derived from EZW [12]
and the basic definitions are given below.

Firstly a parent-child relationship is defined between
wavelet coefficients at different scales, corresponding to
the same location. Excluding the highest frequency
subbands (i.e. HL;, LH,; and HH,;), every coefficient at a
given scale can be related to a set of coefficients at the
next finer scale of similar orientation. The coefficient at
the coarse scale is called the parent, and all coefficients
corresponding to the same spatial location at the next finer
scale of similar orientation are called children. For agiven
parent, the set of all coefficients at al finer scaes of
similar orientation corresponding to the same location are
caled descendants and the following definitions can be
made:



Definition 1: A wavelet coefficient x,(i,j)e D is a
parent of x,.(p.q), where D is a subband labeled HL,,
LH,, HH,, p=i*2-1)i*2, g=j*2-1}j*2, n>1, i>1 and j>1.

Definition 2: If a wavelet coefficient x,(i,j) a the
coarsest scade and its descendants x,.(p,q) sSatisfy
(i) |I<T, Ix..i(p,q)|<T, for a given threshold 7, then they
are called wavel et zerotrees, where 1<k<n [12].

Definition 3: 1f a wavelet coefficient x,(i;) a the
coarsest scale satisfy |x,(i,j)|>T, for a given threshold T,
then x,,(i,j) is called a significant coefficient [12].

Definition 4: If a wavelet coefficient x,(i,j) € D at the
coarsest scale is a parent of x,.,(p,q), where D is a
subband labeled HL,, LH, HH,, satisfy |x,(i))|>T; |x,.
1(0,q)|>T; for given thresholds T; and T, then x,(i,j) and
its children are called a QSWT.

3. THE STEGANOGRAPHIC METHQOD:
HIDING STRATEGY AND MESSAGE
RECOVERY

In the proposed steganographic method one of the
initial steps includes finding the QSWTs for a pair of
subbands of the cover image. Towards this direction let us
assume that the cover image is decomposed into two
levels using the DWT to provide three pairs of subbands:
Py (HL, HL)), P> (LH,, LH,) and P;: (HH,, HH)). In the
proposed scheme the selected pair contains the highest
energy content compared to the other two pairs. This can

be expressed as:
Sel&t P[: EP,' = max(Em, Ep2 , EP3)! Whel’e
Mpg Npy 2M py. 2Npy
En=Y> Lo+ > > il k=123 (1)
=1 j=1 p=l ¢=1

Wlth XQ(iJ)ER, R:{HLQ, LHQ, HHQ}, _X](p,q)ES, S:{HL],
LH,, HH;} and Mp; X Np; is the size of one of the
subbands at level 2.

3.1. TheHiding Strategy

After selecting the pair of subbands containing the
highest energy content, QSWTs are found for this pair
and the fina message is embedded by modifying the
values of the detected QSWTs. Let us assume without
loss of generality that pair P,: (LH,, LH;) is selected.
Initially the threshold values of each subband are
estimated as:

1 MpoNpap

T1 = * * ZZ (x2(lJ))l xz(i,])ELHZ (2)
Npa*Mp, TS
1 2Mpp 2Npy
T o (i), xilpelt;  (3)
2 2NP2 * 2MP2 ; ; 1 1 1

Next QSWTs are detected according to the following
algorithm:

=0
QSWTI[/]=2
For i=1to Np,
For j=1to Mp,
If x5(i,))>T;
If {x;(2%i-1, 2%-1) >T, and x;(2%i-1, 2%j) >T,
and x;(2#, 2%-1) 2T, and x;(2+, 2%) >T}
or {[xy(2%i-1, 2%-1)+x,(2%i-1, 2%)+ x,(2%, 2%-
1D)+x,(2%,2%)14>T5}
QSWTIt]={x2(4, j), x1(2%i-1, 2%-1), x;(2%i-1, 2%),
x1(2%, 24-1), x,(2%, 2%)}
t=t+1
End If
End If
End For j
End For i
Afterwards summation of the coefficients of QSWT][]
for i=0to ¢ is calculated and if the final message-image is
of size axb then the top axb QSWTs (according to
summation) are selected for embedding the message. For
this reason initialy the gray levels of the fina message-
image are sorted in descending order producing a gray-
levels matrix. Then for i=1 to axb the coefficients w(k,/)
of the gray-levels matrix are embedded as follows:
x 5(i,/)= x5(i,)* (A+cs X wik, 1)), @
where x,(i,j)e LH,, ¢, is a scaling constant that balances
unobstructness and robustness and x 5(i,j) is a coefficient
of the LH, subband of the stego-image. This non-linear
insertion procedure is similar to [13] and adapts the
message to the energy of each wavelet coefficient.
Thereby when x,(i,j) is smal, the embedded message
energy is also small to avoid artifacts, while when x,(i,j) is
large the embedded message energy is increased for
robustness. Similarly for the coefficients of subband LH,
we have:
x ()= x1(@))* (Le; X wikD)), ©)
where x;(i,j))= max{x;(2*i-1, 2%-1), x;(2*-1, 2%), x;(2*,
2%-1), x;(2%, 2%)}.
Finally the two-dimensional IDWT is applied to the
modified and unchanged subbands to form the stego-
image.

3.2. Message Recovery

Considering that the stego-image (or a distorted
version of it) has reached its destination, the message-
image is initially extracted by following a reverse to the
embedding method process. Towards this direction let us
assume that the recipient of the stego-image has also
received the size of the message-image (axb), the scaling
constants (c;, ¢;) and possesses the origina cover image.
Then the following steps are performed in the recipient’s
side:
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Figure 2: Message embedding in first case (a) Original cover image, (b) Message-image and (c) Stego-image

(PSNR: 42.14dB).

@ (b)

Stepl: Initialy the received stego-image X and
original image X are decomposed into two levels with
seven subbands using the DWT,

Y=DWT(X) (6)
Y =DWT(X) 7

Step2: Using the size of message-image (axb), the
embedded positions are detected by following the hiding
process described in subsection 3.1. Then the coefficients
of subband LH, (LH;,) of Y are subtracted from the
coefficients of subband LH, (LH;) of Y and the result is
scaled down by the value of coefficient of LH, (LH,) of
Y, multiplied by ¢; (c)):

Fori=1 'tO axb
W=, @ %) [ (4P ©
W O=(x ;- DY/ (V%) )

Step3: The resulting hidden message coefficients w;®
and w;) are averaged and rearranged to provide the
hidden message-image.

Step4: The original message is recovered by
decrypting the enciphered message, imprinted onto the

message-image.

CAJAFCNWHSDCF
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NVASUUFGBVSWH

NBCAIJSIWFGBZXUC

ABIPBONVANJVPV

(©)
Figure 3: Message embedding in second case (a) Original cover image, (b) Message-image and (¢) Stego-
image (PSNR: 41.67dB).

4. EXPERIMENTAL RESULTS

The effectiveness and robustness of the proposed
steganographic system has been extensively evaluated
under various tests, using real life images. In particular
results are presented for two cover images. In Figure 2(a)
a landscape image of size 460x620 is presented while in
Figure 3(a) Rembrandt's “Philosopher Meditating”
painting is depicted, which has size 500x600 pixels.

In the performed experiments two messages were
used. The first, consisting of 58 characters (excluding
spaces) was. “THE PERFECT WAY TO ENSURE
PRIVACY IS TO KEEP INFORMATION FOR
YOURSELF" and it was hidden to the image of Figure
2(a). The second message, consisting of 70 characters was
“THE ROLE OF STEGANOGRAPHY IS TO
SUPPLEMENT CRYPTOGRAPHY IN SECURITY
APPLICATIONS’ and it was hidden to the image of
Figure 3(a).

For simplification purposes both messages were
enciphered using a modified version of the Hill Cipher
[11] and the enciphered messages were imprinted onto
white-background images to provide the message-images.



JPEG Compression

Factor

BER1 (3x10™)

BER2 (1x10%)

BER3 (3x107%)

Compression Ratio:
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Table Il: Message retrieval results for the second case, under different combinations of compression ratios

and BERs.

The message-image of the first case (50x72 pixels) can be
seen in Figure 2(b), while the message-image of the
second case (58x104 pixels) is presented in Figure 3(b).

Then according to the sizes of the message-images, the
top 50x72 QSWTs were selected for the first cover image
and the top 58x104 QSWTs were found for the second
cover image to embed the message-images. For simplicity
in the performed experiments ¢, and c, were fixed in all
frequency bands and were chosen to be ¢;=0.15 and
¢,=0.2. The stego-images can be seen in Figures 2(c) and
3(c) respectively. As it can be observed the embedded
messages are imperceptible and each initial image is very
similar to the fina stego-image (visualy imperceptible
hiding procedure.)

Next the resistance of the proposed system is
investigated. Towards this direction each stego-image was
tested under different JPEG compression ratios and

various Bit Error Rates (BERS). In particular compression
ratios of 3 and 7 were used for the first stego-image and
compression ratios of 4 and 8 for the second stego-image.
Then transmission loss simulations for 3 different BERs
of 3x10* 1x10°® and 3x10° were performed for each
compressed stego-image, considering that typical average
BERs for cellular mobile radio channels are between 10
and 10° [14]. Results of the message-images’ retrieval for
the first and second case are given in Tables | and Il
respectively. In these tables PSNRs have been estimated
for the stego-images after the performed combinations of
compression and lossy transmission. Finaly in the two
tables the retrieved messages are also presented. Asit can
be observed even under heavy transmission losses and
considerable compression the retrieved messages are till
clearly readable.



5. CONCLUSIONS

Security is a magor factor when designing
communication networks to exchange secret or personal
information. Steganography by itself does not ensure
secrecy. However, when combined with cryptography,
more secure communication systems can be produced.

In this paper a wavelet-based steganographic systemis
proposed, which hides information in the most significant
wavelet-coefficient trees of a cover-image. The system’'s
main aim is to provide resistance of the hidden messages
under compression and transmission losses, in contrast to
most existing systems that focus on capacity issues. For
this reason the enciphered message is first imprinted onto
a white-background image before being embedded to the
cover image. The system's performance has been
evaluated under several combinations of compression
ratios and transmission losses, providing very promising
results.
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