1

The Application of WBEM Standard in Database Management Systems Administration Tasks

MARCELO DA MOTA LOPES, JORGE RADY DE ALMEIDA JÚNIOR

Polytechnic School - Computer and Digital Systems Engineering Department

University of São Paulo

Avenida Professor Luciano Gualberto, Travessa 3, n. 158, Bloco C

BRAZIL

Abstract: - This paper describes the importance of adopting mechanisms to support the general computer systems administration, applied in critical systems and information systems as well. It presents an overview about the WBEM (Web Based Enterprise Management) and related advantages over the commonly used enterprise networks management approaches. As a sample application of WBEM, it is presented the WMI (Windows Management Instrumentation) implementation, considering its use as a resources consumption monitor of a Relational Database Management System.
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1   Introduction

The improvement in the computer systems processing power and cost reduction, besides to the advances in software engineering field, led to development of database systems with increasing level of complexity and volume of information stored, which has contributed to spread the utilization of this kind of system.

Nowadays, databases are used in many different areas, like management of bank accounts, Internet search systems, air ticket reservation and process supervision and control in manufacturing industries, for example.

With the expansion in the application field, the dependency over the data stored has also increased, determining the need of keeping these systems working according to their specification for longer periods of time, which means they must be available as much as possible.

The unavailability cost for these systems has also increased, due the dependency of the companies to “sell” their products, like banks (transactions), on-line stores (products), search systems (advertisement) and customer relationship systems (information), for example, or the need to obtain the benefits of applying systems information in their internal process, like cost reduction and decision support.

Considering the systems that must be kept running in a continuous mode, 24 hours per day, 7 days per week (24x7), eventual downtime for maintenance (predictive or corrective) should have its effects mitigated.

Particularly in critical systems composed by databases [1], the term “Availability 24x7” refers not only to keep the system running uninterruptedly, but also reflects the average response time to the queries made by final users, which must be kept inside the specified limits during the design phase like, for example, “maximum query response time”.

As a direct consequence of this need, the fraction corresponding to the management and maintenance costs in the Total Cost of Ownership has also increased. In order to calculate the Total Cost of Ownership, it should be considered the costs of maintenance, support and hardware and software upgrades [10].

According to this scenario, this paper describes the utilization of WBEM (Web Based Enterprise Management) to improve the administration of companies’ computer environment. In section 2 the general aspects of managing enterprise networks are discussed, including the common technologies adopted and their main characteristics. In section 3, the WBEM is presented, giving an overview about its architecture. In section 4, it is introduced the WMI, which represents the Microsoft implementation for the WBEM standard. In section 5, it is presented a sample application using a Database Management System. Finally, in section 6, the conclusions related to this work are presented.

2   Devices Management

The architecture and organization adopted in an Information System design must be flexible enough in order to permit its adaptation due the constant changes imposed by the business process dynamics. The replacement of existing systems based on its lifetime (performance bottleneck, for example) and scalability issues should have the side effects minimized.

In order to maximize the availability of this kind of systems, the administrative tasks ideally should have reduced execution times and, whenever as possible, be executed automatically. The common developed tasks include devices management (hardware and software components configuration), problem identification and solution and system performance check [5].

System performance checks could be used to identify the need for a system upgrade (lack of resources in the current system configuration) and Service Level Agreement (SLA) supervision as well. The verification of the targets for the SLAs is based on metrics established in the agreement, like user query response time, availability level, etc. [3].

Devices management and problem identification and solution are closely related, because an efficient diagnosis of which components show variations in their behavior according to the specification, demands an user-friendly management system, for example, with remote access and control features.

The growing rate of enterprise network connected systems (local or wide) and their heterogeneous nature, composed by different kinds of software (operating systems, for example) and hardware (devices from distinct manufacturers, for example), have been contributed to the increasing need of management systems able to deal with these differences [5].

Devices management using proprietary tools, each one having its own features, specific to each manufacturer, can not be considered as a high productive approach, because there is no uniformity in the information structure and, by the way, compatibility over distinct manufacturers [8].

For this reason, the heterogeneous networks devices management commonly uses more than one tool, according to particular applications and hardware components installed.

Even considering this lack of compatibility, is not reasonable to argue that it is impossible to have an efficient network devices management using different tools, reducing the management costs. What should be emphasized is that the adoption of standardization would probably let the development of administration tasks simpler and more efficient. The integration of different kinds of devices managed by only one system could permit the establishment of associations between them and, consequently, in case of fault, determine the cause-effect relationships used to support problem identifying and solving.

In the past few years, for example, a sort of different network devices management standards have been developed, with two of them widely adopted: SNMP (Simple Network Management Protocol) and DMI (Desktop Management Interface):

The SNMP (Simple Network Management Protocol) is a network management open protocol (incorporated to the TCP/IP protocol) and has been developed to monitor and control the devices connected to the network, like servers, routers, switches, etc. In this protocol, the information is kept in the MIB (Management Information Base) repository, which is stored in the equipment.

The DMI (Desktop Management Interface) has been defined in 1994 by the DMTF (Distributed Management Task Force – www.dmtf.org), a consortium composed by industry leaders, like Microsoft, Hewlett-Packard, IBM and Intel. The main objective of DMI is the remote management of desktop computers, establishing an interface for management information.

Although these standards have been largely used, they do not have compatibility between the management information, which means that each standard permits the information management only in its own domain (network devices on SNMP and desktop computers on DMI). Another issue is that both standards do not have enough levels of security protecting the management information access. In the case of SNMP, for example, some manufacturers have developed MIBs with security issues, which could expose the entire network to attacks, even with the SNMP access control structure established.

Considering the existing standards, identifying strong and weak features, is possible to compile a set of desirable characteristics to be present in a management standard [10], listed in Table 1.

	Security control, protecting the information against malicious attacks or accidental misuse;

	Event Notify, sending alerts to the management application;

	Dynamic data sampling, reflecting its changes over time;

	Structured information store;

	Legacy systems integration;

	Flexibility to operate in distinct platforms;

	Efficient implementation, with no compromise in the systems performance;

	Extensibility, considering new technologies to be developed.


Table 1 – Desirable features for the Management Systems Standard

Analyzing the main features of systems management, the standards currently existing in the market, and introducing new features, some of them listed in Table 1, a new management standard has been introduced, the WBEM (Web Based Enterprise Management), which has as a main objective to integrate the administration tasks between those systems.

The main objective of the WBEM standard is not to replace the existing systems, but complement and integrate them, providing abstraction, consolidation and unification to all management information from different sources, including software, like database management systems, for example [9], which means that information from SNMP, DMI and operational system resource consumption statistics, for example, could be integrated with no information lost.

3   Web Based Enterprise Management

From 1996, it has been introduced by DMTF (Distributed Management Task Force) an alternative standard for computer systems management, denominated WBEM (Web Based Enterprise Management), with the objective to unify the enterprise computational environment management.

In this standard, the information is organized according to the model called CIM (Common Information Model), using the Object Oriented Paradigm (properties, methods, heritance and associations) to establish associations between computer systems components. The access to the information is possible using standard technologies like XML (Extensible Markup Language). 

One of the advantages of this model over the existing ones is the possibility of main cause identification during a problem investigation. This feature has its origin in the fact that when associations between devices are made, the “architecture of the problem” can be exposed.

The Common Information Model focuses in the common aspects existing in every business process, having as its main objective minimize the heterogeneity at information level between management systems. It has been developed using the Unified Modeling Language (UML), and in its more recent version, CIM 2.8.1, introduces the concepts of management profiles, improvements in the modeling and security management, among other characteristics.

The CIM is an information model and is not responsible to store information, but to describe its organization in a structured manner [4]. The implementation of the Data Repository could vary according to the manufacturer (hardware or software), but respecting the model specification to ensure compatibility between them. For example, there are implementations of WBEM in the Microsoft and Sun operating systems. The Microsoft implementation receives the WMI (Windows Management Instrumentation) denomination.

The object definition in order to be loaded into the repository (static data like classes or instances, for example) can be made manually, typing a regular text file, using the MOF (Managed Object Language) language. After the edition, the text files (source files) should be compiled by a MOF compiler (usually supplied by the operating system manufacturer).

The text files containing commands defined using the MOF language are not the only possibility to modify the repository, but have a high level of compatibility between different manufacturers.

The CIM is structured in 3 distinct levels: Core, that contains the definition of a small number of generic classes, Common, that defines the major part of models, and Extended, that defines specific classes, sometimes customized by the manufacturers. The graphical representation of each level is presented in Fig. 1 [10].
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Figure 1 – CIM Levels
The levels Core and Common compose the CIM Schema defined by DTMF and the third level the manufacturers’ schema customizations according to their needs. For example, the extended schema Win32 has been developed by Microsoft to represent the manageable aspects of its operating systems.

Due to the high number of classes present in the Common level, some sub-sets have been defined and classified by their subjects like Network, Systems, User and Devices Models, in order to organize the information access.

The same organization schema has been adopted to improve the information access efficiency (better performance, lower query response times), introducing the concept of namespaces, which can be defined as classes and instances logically grouped by subject. As an example, in the WMI, Microsoft has defined the namespace CIMV2, which groups all classes and instances related to the Windows environment.

4 Windows Management

     Instrumentation

The Windows Management Instrumentation - WMI is the Microsoft’s implementation of WBEM (Web Based Enterprise Management), becoming the main component in the managing infrastructure of its recent operating systems (Windows 2000 and Windows XP).

WMI makes available managing information like hardware status verification, resource consumption and installed components (hardware and software) about computers running Windows operating systems, making the management tasks simpler to develop. All information can be obtained running simple scripts, written in JavaScript (platform independent) or VBScript (Microsoft proprietary).

Applications can also be developed accessing directly the WMI API (Application Program Interface) by programming languages supporting the automation interface COM/DCOM (Distributed Component Object Model).

The COM/DCOM technology defines how system components and their clients interact with each other. Particularly in the DCOM, it is possible to define the interaction between distributed components, which means components installed in different computers. This technology is not Microsoft proprietary anymore and is managed by the independent consortium Active X [6].

The information retrieval is controlled by the service WinMgmt.exe. A connection must be established in order to have access to the data, and is verified by the operating system checking the username and password, against the user rights to access it. This service is also responsible for the data repository management (information search and update) and interfacing with data providers, as shown in Fig. 2.
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Figure 2 – WMI Architecture
The data providers are responsible for supply the information not available in the CIM repository, like dynamic managing information (time based disk resource consumption, for example) or event generation (minimum disk space level reached, for example). The repository also keeps information about the providers available to interface, used by the service WinMgmt.exe to “find” the stored information. Examples of providers are the DMI provider (Desktop Management Interface) and the SNMP provider (Simple Network Management Protocol) [7].

The script execution to information sampling can be done using the WQL language (WMI Query Language), defined by Microsoft. The WQL is a subset of the SQL Language (Structured Query Language) and in its current version is possible to make only reading operations. Commands of data update, insertion and deletion are still not available.

5 Application

The sample application proposed applies the WMI in the development of a management tool, which monitors the dynamic behavior of a database management system, sampling the resource consumption data during its normal operation. The sampled data is stored for later analysis, which means that the output analysis will not be concluded in real-time.

Some factors considered, using this kind of organization, are listed bellow:

The data collected represents the system’s historical behavior, which means that the analysis can be executed only after some running time has been elapsed;

The failure pattern identification, using data mining techniques, is essentially an iterative process, where successive analysis over the sampled data will take place;

The sample rate and sample period can produce huge volumes of data, which could make unfeasible its storage in a volatile media.

The analysis results should identify behavior patterns helping the identification of the probable causes that conducted the system to a fault state (system working out of its design specifications), such as outage of system resources and software aging. Software aging can be defined as a system state degradation with time, reflecting an increasing failure rate, due to increasing resource consumption, data corruption or numeric error accumulation [2].

The data sampling of the resource consumption is conducted by scripts containing WQL (WMI Query Language) commands. This data collection provides a time based data sampling of system state counters, taking pictures of the system resources consumption over the time, getting data from processors usage, memory usage, database management system parameters, etc. The sampling system has a fixed sampling rate, creating a historical behavior for each counter.

The sample rate value should not affect the overall system performance, which means that the system’s resource consumption due the sample requests should not be significantly greater than the average values when the monitoring system is not running. The processors utilization level counter, disks subsystem queue length counter, network traffic counter, etc. can be considered system resources consumption counters examples.

Considering always the lowest interference level in the system under monitoring, it is important to ensure that another database manager than the one under test must make the storage of the collected data. One possible solution is to install the collection database manager in a remote computer.

The sample scripts can be written in a regular text editor, where the VBScript commands contains the WQL (WMI Query Language) instructions which will be fired. These instructions are responsible for read the resource consumption counters, as shown in Fig. 3.

The script execution can be scheduled with a fixed execution interval (or a fixed sample rate) and its output redirected to a text file for further analysis. In order to adopt data mining tools for data analysis, the output text files can be translated and loaded into a proper database, exemplified in Fig. 3 as the “samples” database.

In Fig. 4 is presented a sample script for reading the disk subsystem resource consumption counters. The WQL command stored in variable strWQLQuery, selects all instances from class “Win32_PerfFormattedData_PerfDisk_PhysicalDisk” located in namespace "\root\cimv2" from the computer name stored in the variable strComputer.

In this sample script, the computer defined as “.” corresponds to the local computer, but could also be defined as a remote computer (another computer name), if the user had administration rights on that computer. The counters read include the average bytes per read, average queue length, etc.

The performance counters selected belong to the “Win32_PerfFormattedData” group, defined only for the Microsoft Operating Systems, like Windows NT Server 2000, for example, but all these classes are derived from CIM_statistics class, which is a generic class compatible with the WBEM standard.

In order to identify a fault state (system working out of its design specifications), a probe must be used to assess the system behavior. This role is played by a stored procedure developed specifically for this purpose, named as “SPy", which is stored by the server under test, as shown in Fig. 3.
The stored procedure SPy is a set of SQL (Structured Query Language) instructions, executed periodically, which, in normal conditions, has a fixed execution time. The set of instructions must be customized according to the databases managed by the system under test, and can be, for example, a select command joining some tables where data is constantly changed.

The SPy execution time can be monitored by a transaction monitoring tool, included in the most Relational Database Management Systems. Using this kind of tool is possible to monitor the execution time of stored procedures, for example. Specifically for the Microsoft SQL Server 2000, this tool is called Microsoft SQL Server Profiler (MSSQL Profiler).

The SPy stored procedure is executed periodically and monitored by the MSSQL Profiler, generating the events log of start and end of execution, which can be considered as a pattern of the SPy execution time behavior over the time.

Applying the data mining techniques over these two sources of data: resource consumption, collected by the WMI scripts and stored procedure SPy execution time log, collected by the MSSQL Profiler, is possible to correlate and identify which kind of resources are leading the system to a fault state, using a regression tree algorithm, for example.
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Figure 3 – Data Sampling System
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Figure 4 –Sample script for performance counters reading

6   Conclusion

The WBEM represents a new enterprise computer systems management standard that can help system administrators to develop management tasks in a simple manner. The high level of integration with legacy standards, such SNMP and DMI, the event programming and remote administration with security control as well, are some key features introduced that coop to the main goal to be accomplished.

The system data modeling standardization by the CIM (Common Information Model) increase the compatibility level between not only different management systems, but also between different manufacturers. The CIM also helps in the problem identifying/solving tasks, enabling the establishment of cause-effect relationships based on the devices association.

Although the WBEM’s main goal is to help the reduction or minimization of the enterprise computer systems management efforts, it does not eliminate the need for specific knowledge about the system to be managed, once systems from distinct manufacturers have different characteristics. The need for customization of CIM for each manufacturer does not implicate in a standard model deviation once this is the main reason for the existence of CIM Extended level.
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On Error Resume Next


strComputer = "."


strWQLQuery = "Select * from Win32_PerfFormattedData_PerfDisk_PhysicalDisk"


Set objWMIService = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")


Set colItems = objWMIService.ExecQuery(strWQLQuery,,48)


For Each objItem in colItems


    Wscript.Echo "Name                    : " & objItem.Name


    Wscript.Echo "AvgDiskBytesPerRead     : " & objItem.AvgDiskBytesPerRead


    Wscript.Echo "AvgDiskBytesPerTransfer : " & objItem.AvgDiskBytesPerTransfer


    Wscript.Echo "AvgDiskBytesPerWrite    : " & objItem.AvgDiskBytesPerWrite


    Wscript.Echo "AvgDiskQueueLength      : " & objItem.AvgDiskQueueLength


Next











