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Abstract: Self-certified public keys are proposed to eliminate the burden of verifying the public key before using. To alleviate reliance on system authority and strengthen the security of system, Chang et al propose a new digital signature schemes, no redundancy is needed to be embedded in the signed messages in this scheme. Moreover, Chang et al claimed that the schemes are still secure even without the trustworthy system authority, and only the specified recipient can recover the message in his authentication encryption schemes. Unfortunately, In this work, we analyze the security of Chang et al scheme and show that if the system authority is trustless, the scheme is insecure, namely, the system authority can recover the message without the private key of the recipient in Chang’ authentication encryption schemes. Finally, we propose an improve scheme to overcome the weakness of Chang et al scheme. 
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1. Introduction

In traditional public cryptosystem, each user has two keys, a private key and a public key. The user can use his private key to produce a signature for a message, and any verifier can check whether this signature is valid or not by the user’s public key. The public key of all users is public in a public directory. However, these systems suffer from the well-known authentication problem. In order to ensure the authenticity of published public keys, usually there exists a certificate authority (CA) to issue a certificate for every public key. Then every user relies on CA to validate public keys in the system.

Shamir introduced in 1984 the concept of identity-based cryptography[1]. The idea is that the public key of a user be publicly computed from his identity (for example, from a complete name, an email address or an IP address). Then, the secret key is derived from the public key. In this way, digital certificates are not needed, because anyone can easily verify that some public key PKU corresponds in fact to user U. However, the user’s private key is chosen by a trusted authority (TA). This approach makes user reliance on TA.

 Based on the above ID-based cryptography’s problem, the concept of self-certified public key was first introduced by Girault[10] in 1999. In the self-certified public key cryptosystem, each user’ public key is generated by the CA, while the corresponding private key in only known to the user. The authenticity of public keys is implicitly verified without the certificate. That is, the verification of the public keys can be carried out in the signature verification phase simultaneously.

Recently, Tseng[8] et al proposed a new digital signature scheme with message recovery and two variants based on the self-certified public system above. There exists a trusted system authority in Tseng et al schemes; however, the trusted authority is not existent in real world. Thereby, Ya-fen Chang et al [3] propose a new digital signature schemes with message recovery, which provide the same function as Tseng et al ‘s scheme without the assumption that TA is not necessary to be reliable. To demonstrate conveniently, we call the scheme of literature [3] as Chang scheme. In this work, we give a security analysis of Chang scheme, and show that the scheme is insecure, namely, the system authority can recover the message without the private key of the recipient in Chang’ authentication encryption schemes. Finally, we give an improved scheme to overcome the weakness.

The organization of this paper is shown as follows. In Section 2, we review Chang et al’s digital signature scheme and authentication encryption scheme. In Section 3, we give security analysis to Chang et al scheme. Our improved digital signature scheme is presented in Section 4. Finally, we draw some conclusions.

2. Review of Chang et al Scheme

In the section, we will brief describe Chang et al’s digital signature scheme with using self-certified public key and his authentication encryption, the scheme consists of three phases: the system initialization phase, signature generation and message recovery phase . 

2.1 signature scheme with message recovery

System initialization phase: in this phase, a system authority (SA) is responsible for generating system parameters; note that this system authority is trustless. He selects two same size safe large primes
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also are large prime, and he computes RSA modulus
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. Then, he chooses a generator
[image: image8.wmf]g

of the order
[image: image9.wmf]pq

¢¢

×

and a public collision-resistant hash function
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which accept a variant-length input string of bits and produces a fix-length output string of bit as specified in [2]. Finally, the system authority keeps 
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secret, and publishes
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When a user 
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 with his identity
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intends to join this system, first he generates his public key. Therefore, he randomly chooses a number 
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as his private key and computes
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. Then, the user 
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 of the user
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, the user 
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can verify whether it holds by the equation
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Signature generation phase: When a user 
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wants to sign a message M, the signing procedure is as follows:
Step1: the user 
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 chooses a random number k.
Step2: compute 
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The resultant signature on message M is 
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Message recovery phase: after the recipient receives the signature
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, he can verify the signature and recover the message M by the following steps:

Step1: the verifier uses 
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 of the signer to recover the signed message 
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 Step2: after recovering the message, the verifier checks the recovered message 
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further by the following equation
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After the above verifications passes, it means that the signature is valid.
2.2 Authentication Encryption Scheme
Chang et al proposed two authentication encryption schemes based on the scheme above. One is called authentication encryption scheme which only allows that a specified receiver can verify and recover the signed message; the other is called authenticated encryption scheme with message linkages that is used to transmit large message. In fact, the second scheme is the extension of the first authentication encryption. We only consider the first scheme in the following. The scheme is divided into three phases: system initialization phase, signature generation phase, and message recovery phase.

2.2.1 System Initialization Phase
The system initialization phase is the same as one of the above Chang et al’s signature. Because the space is limited, we omit it.
2.2.2 Signature Generation Phase

If the user 
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wants to sign and encrypt a message M to a specified receiver Uj, the generation procedure of the signature is as follows.

Step1: first chooses a random number
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Step2. compute
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Step3: Ui sends the signature
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to the verifier Uj. 
2.2.3 Message recovery phase

After receiving the signature 
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, the verifier Uj recovers the message M and verifies that the signature 
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is valid by the following equations.
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And the verifier Uj further checks whether 
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holds or not.

3. Security Analysis of Chang et al Signature and Authentication Encryption

Chang et al claimed that their schemes are secure without the assumption that system authority is trustworthy. In his authentication encryption scheme, Chang et al claimed that only the specified verifier can recover the message M from the signature. Unfortunately, we show that if the system authority is trustless, we can attack this scheme. 

First, we give a security analysis to Chang et al primitive signature, and then we analyze the security of the authentication encryption. Because the authentication encryption is based on Chang et al signature scheme, if Chang et al signature scheme is insecure, then authentication encryption and the extension vision of this authentication encryption is also insecure. In the following, we will consider the security of the scheme.
According to the above signature phase of Chang et al scheme, we know that a signature 
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of a message M satisfies
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Supposed that the system authority is trustless, because the system authority knows the factoring of n, he also knows 
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Step1: this system authority computes 
[image: image52.wmf]1

(1)

1

2

mod

kr

r

gn

r

a

--

==

.

Step2: compute 
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Step3: compute 
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Step 4: recover the message M as the following
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The system authority can recover the message M from the signature 
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without the information (
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In the following, we consider how to attack the Chang et al authentication encryption. According to the signature phase of the Chang et al’s authentication encryption scheme, we know that the signature 
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satisfy the following relation 
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Supposed that the system authority is trustless, the system authority knows the factoring of n. According to the above way, the attack procedure is as follows:

Step1: this system authority computes 
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Step2: compute 
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Step3: compute 
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Step 4: recover the message M as the following
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If the system authority intercepts the signature 
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of the message M from the channel between the signer Ui and the recipient Uj, then he can recover the message M without the private key of the recipient Uj. According to the way alike, the attack mounts to the second authentication encryption.
4. An Improved Scheme
To overcome the weakness of Chang et al scheme, we suggest an improved scheme. In our improved scheme, System initialization phase is the same as one of Chang et al scheme. The difference is Signing phase and Verifying phase. 

[Signing phase] If the user 
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wants to sign and encrypt a message M to a specified receiver Uj, the generation procedure of the signature is as follows.

Step1: first chooses a random number
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Step2. compute
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Step3: Ui sends the signature
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to the verifier Uj. 
[Verifying phase] After receiving the signature
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, the verifier Uj recovers the message M and verifies that the signature 
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is valid by the following equations.
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And the verifier Uj further checks whether
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holds or not.

Our improved scheme can extend to the same authentication encryption as Chang et al scheme. Here we omit it for the limited space.

By revising 
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,  we  prevent the above attack and make that anyone (except for the signer and the specified receiver) cannot recover the message M from the signature
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, even if the system authority can not recover the message.

Compared with the Chang et al scheme, only one more hash function is required in the improvement scheme; however, the hash computation is negligible. Therefore the improvement preserves the Chang et al claiming merits; namely, our scheme is secure without a trusted system authority and efficient. 

5. Conclusion
Self-certified public keys are proposed to eliminate the burden of verifying the public key before using it. However, there exists a trusted authority in ordinary self-certified public key system; the trusted authority is not guaranteed to be honest in the real world. To strengthen the security of system, Chang et al propose a new digital signature schemes, no redundancy is needed to be embedded in the signed messages. Moreover, the schemes are still secure even without the trustworthy system authority. In this work, we give a security analysis to Chang et al scheme and show that if the system authority is trustless, the scheme is insecure. Finally, we propose an improve scheme to overcome the weakness of Chang et al scheme. 
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