Using Extended Chebyshev Polynomials to Construct a Trap-door One-way Function
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Abstract:-We extend Chebyshev polynomials from real field to finite field, and suggest a trap-door one-way function. According to the proposed function, a secure and practical encryption scheme is given. And an entity authentication scheme is presented.
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1. Introduction

It is obvious that the development of a practical public-key scheme depends on discovery of a suitable trap-door one-way function [1-5]. The definition of a trap-door one-way function is easy to calculate in one direction and infeasible to calculate in the other direction unless certain additional information is known. We can summarize as following [15]: A trap-door one-way function is a family of invertible function, such that 
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  The function is difficult to find, as evidenced by the fact that only several such schemes have received widespread acceptance in the several decades since the concept of public-key cryptography was proposed.

   In this paper, we propose one trap-door one-way function based on extended Chebyshev polynomials and theirs performances are analyzed. Theirs application in encryption are given in the end. Section 2 shows the basic properties of the extended Chebyshev polynomials over finite fields, which can be used as a trap-door one-way function. In section 3, we give an encryption scheme based on Section 2. Section 4 provides a entity authentication scheme based on the function in Section2. In the end, we close the paper with conclusion.

2. A trap-door one-way function based on extended Chebyshev map over finite fields
2.1 Extended Chebyshev map over finite fields

Since Chebyshev polynomials have semi-group property [6] [7] [8] on real field R, they also have semi-group property over integer Z. Then we can further extend the definition field and value field of Chebyshev polynomials to finite fields ZP, where P is a prime number. Over finite field ZP we can definite the Chebyshev polynomials as the following.

Definition 2.1.1[14]：Let n∈Z and variable 
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where 
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    Thus, we can get Chebyshev polynomials on finite field ZP as the following:
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 is algebraic polynomial, so we have the following equation:
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According to[7]， the semi-group property of extended Chebyshev polynomials over finite fields is that:
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2.2 A new trap-door one-way function based on extended Chebyshev polynomials over finite fields

We know any Chebyshev polynomial 
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In equation （5）, gaining 
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 given n and x is very easy, but gaining n given 
[image: image22.wmf])

x

(

T

n

 and x is very difficult, and almost unfeasible in computation. The difficulty can be compared with the intractability of discrete logarithm problem. When the value of n in equation（5） is equal to the value of discrete logarithm, solving the n of equation （5） is more difficult and complex than solving discrete logarithm for the existence of other low power elements in equation （5）, such as xn-1, xn-2, and so on. So equation （5） has a good one-way property in computation. Equally, Chebyshev polynomials on finite fields have good one-way property.

In equation （5）, n is equal to a trapdoor. If we know n and x, it is easy and fast to compute 
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 by using following fast algorithm. According to the semi-group property of equation (4), and
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The number of iteration is k
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If n isn’t known, the only possible way is to compute 
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 for all k=2,…,n, and find whether 
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 one by one. However, if n is a large enough number, it is impossible to do so.
Due to the one-way trapdoor property of Chebyshev polynomials over finite fields, they can be used to construct key public key encryption algorithm and entity authentication scheme. Because we extend the Chebyshev polynomials from x∈[-1, 1] to 
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, the attack by the way of [7] is invalid to our cryptosystem. Moreover, it is clear that our cryptosystem is more secure than RSA and ElGamal system. Here we assume that ZP is a finite field and Zn is an integer ring. All computation of the following is over ZP and Zn.

3. Public key encryption algorithm based on the new trap-door one-way function
For the one-way trapdoor and semi-group properties of Chebyshev polynomials on finite fields, we can use it to construct public key encryption algorithm, which includes three processes: key generation, encryption and decryption.
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From the equation (4), we know that:
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So the message M can be decrypted correctly.
4 Entity authentication scheme based on the new trap-door one-door function
Entity authentication is defined as follows:

  Definition 4.1.1[14]: Entity authentication is the process whereby one party is assured (through acquisition of corroborative evidence) of the identity of a second party involved in a protocol, and that the second has actually participated (i. e., is active at, or immediately prior to, the time evidence is acquired).

We propose a scheme based on extended Chebyshev polynomials, by means of which a user can efficiently authenticate himself to a server in order to log in. Apart minor implementation details, the scheme works as follows:

   Within
[image: image35.wmf]*

p

Z

, let m
[image: image36.wmf]Î
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It is easy to see that, due to the same theory background, the performances of the scheme are similar to that of encryption scheme above.

5  Conclusion
In conclusion, in this letter we have proposed a trap-door one-way function based on extended Chebyshev polynomials. And we have firstly given encryption scheme and entity authentication algorithm based on extended Chebyshev polynomials over finite fields, which is secure and practical.
From the analyses of this paper, we can conclude that (i) any algebraic polynomials, which have semi-group property of equation (2) and recursion property like equation (1) over real field, can be used to construct a trap-door one-way function. (ii) the proposed function can be used to construct  public key encryption algorithm , entity authentication, key agreement algorithm and digital signature algorithm. The detailed study of the proposed function as well as the further application in cryptography is topics of our future research.
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Setup Phase – Server Side


1. The server generates a random integer r.


2. Computes and sends � EMBED Equation.3  ���(mod p) to the user.


Setup Phase – User Side


1. The user chooses a random integer s.


i-th Authentication  Phase


1. The user computes� EMBED Equation.3  ���(mod p), and auth=� EMBED Equation.3  ���(mod p), and sends both values to the server.


2. The server computes auth� EMBED Equation.3  ���=� EMBED Equation.3  ���(mod p)  and checks whether auth=auth� EMBED Equation.3  ���. Then, if the check is satisfied, the access is granted.





1 The process of key pair generation


    According to the Chebyshev polynomials on finite fields, the process of key pair generation is that:


(1) Randomly selects a large integer � EMBED Equation.3  ��� and an integer � EMBED Equation.3  ���, and computes � EMBED Equation.3  ���.


(2) Let SK as private key and


 {x，PK} as public key.








2 The process of message encryption


    We assume Alice wants to send message � EMBED Equation.3  ��� to Bob, and uses Bob’s public key to encrypt the message. The process is that:


(1) Alice randomly selects a larger integer � EMBED Equation.3  ���, and uses Bob’s public key {x，PK} to compute as the following:


� EMBED Equation.3  ��� and � EMBED Equation.3  ���.


(2) Alice Computes ciphertext � EMBED Equation.3  ���.


(3) Alice sends encrypted message {C, K1} to Bob.








3 The process of message decryption


    After receiving the encrypted message, Bob decrypts the message by his private key. The process is that:


(1) Bob computes � EMBED Equation.3  ���.


(2) Bob decrypts the message as that: � EMBED Equation.3  ���.
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