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Abstract: This paper describes the parasitic capacitors of MOS transistors and their important role in 
constructing a clear power consumption pattern of devices built on this technology. But the sensitivity of power 
consumption pattern to parasitic capacitor makes the cryptographer vulnerable to attacks. We are going to 
describe this dependency and make the cryptographer more secure. 
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1 Introduction 
Smart cards have provided so many facilities that 
nowadays cards are capable to serve in several 
situations. They can be used in e-commerce, access 
control issues, credit cards, electronic passport, 
storing private and sensitive data and many other 
fields. Securing information stored on smart cards 
is one of the most important concerns to smart card 
developer companies. So they reap the benefits of 
several security tasks. Cryptographic devices 
encrypt data in order to make them vague for 
unauthorized access attempts [1]. These devices are 
made of MOS transistors. Due to parasitic 
capacitors of these transistors, power consumption 
pattern will reveal important information about the 
instructions running. Differential Power Analysis 
(DPA) is on of the most strong and efficient 
approaches to obtain a clear pattern of power 
consumption in electronic devices [2-3]. 
  
 
2   Preventing   Differential    Power     
Analysis 
Techniques for preventing  differential power 
analysis and related attacks fall roughly into three 
categories[4-7]. A first approach is to reduce signal 
sizes,such as by using constant execution path 
code,choosing operations that leak less information 
in their power consumption,balancing Hamming  
weights and state transitions,and by physically 
shielding the device.Unfortunately such signal size 
reduction generally can not  reduce the signal size 
to zero,as an attacker wiyh an infinite number of 
samples will still be able to perform differential 
power analysis on the signal. 

 
A second approach involves introducing noise into 
power consumption measurement.Like signal size 
reductions,adding noise increases the number of 
samples required for an attack,possibly to an 
infeasibly large number.In addition,execution time 
and order can be randomized. Designer and 
reviewers must approach temporal obfuscation with 
greater caution,however,as many techniques can be 
used to bypass or compensate for these 
effects.Several vulnerable products have passed 
reviews that used data processing methods.For 
safety it should be possible to disable temporal 
obfuscation methos during review and certification 
testing. 
A final approach involves designing cryptosystems 
with realistic assumptions about the underlying 
hardware.Nonlinear key update procedures can be 
employed to ensure that power traces cannot be 
correlated between transactions. 
 
 
3   Preventing Simple Power Analysis 
Techniques for preventing simple power 
analysis[6-9] are generally fairly simple to 
implement,Avoiding procedures that use secret 
intermediates or keys for conditional branching 
operations will mask many simple power analysis 
characteristics. In cases such as algorithms that 
inherently assume branching,this can require 
creative coding and incur a serious performance 
penalty.Also,the microcode in some 
microprocessors cause large operand-dependent 
power consumption features.For,these system,even 
constant execution path code can have serious 
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simple power analysis vulnerabilities.Most hard-
wired hardware implementations of symmetric 
cryptographic algorithms have sufficiently small 
power consumption variations that simple p[ower 
analysis does not yield ker material. 
 
  
4   Parasitic Capacitors 
In Fig.1 you can see the parasitic capacitances of 
MOS transistor [8]. 
 
 
4.1   Input capacitors 
Input capacitors are consisting of three main parts 
1.Gate capacitance 
2.Diffusion capacitance 
3.Routing capacitance 
 
 

  
Fig.1- MOS parasitic capacitances. 

 
As we know, the capacitance of silicon oxide in 
Fig.1 is given by [1], 
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Referring to Fig.1,the total capacitance of Gate is, 

gdgsgbg CCCC ++=  
 
Because the input signal of a cryptographer is a 
clock pulse, we have transistors in two main 
regions of OFF and saturation. In OFF region the 
gate source voltage is below threshold voltage, so 
we have no channel to conducting carriers, hence 
we have 
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In saturation region, where  and the 
channel is heavily inverted. The drain region of the 
channel is pinched off. So we have 
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4.2   Diffusion Capacitance 
Diffusion capacitors are consisting of area 
capacitors and peripheral capacitors. 

( ) ( )baCbaCC jpjad 22 ++=  
Where: 

 =aC Area Capacitance 
=pC peripheral capacitance 

 
Typical values of area and peripheral capacitors for 
n-Device are 
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5   Cryptographers 
Cryptography is a procedure that is used to 
increasing Data security when it is stored in a 
memory to avoid unauthorized access to it or when 
it is transferred from a source to a destination.[9] 
For example when a smart card is transacting with 
a terminal or a smart card reader. Cryptographic 
algorithms use these principles for encoding data: 
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1.Mathematical and logical calculations 
2.Shifting and rotating 
3.Look up tables 
4.Access to registers 
These calculations are vulnerable to power analysis 
algorithms such as SPA and DPA. These 
algorithms can estimate the output power 
consumption and compare it with the patterns that 
previously obtained via applying basic inputs. So 
they can guess the sequence of instructions and in 
this way the content of EEPROM or ROM of a 
smart card can be identified for an invalid person. 
Cryptographers usually use basic circuits for 
encoding data. One of these basic circuits is 
Inverter that is shown in Fig.2  [10]. 

 
 
 

 
Fig.2- Inverter with AND NAND output. 

 
 

We should keep in mind that for showing the logic 
of 0 or 1, we consider the charging or discharging 
of a capacitor in the output of the circuits. The 
problem is, when the capacitance of parasitic 
capacitors is relatively high, then it is possible that 
the logical values of internal nodes remains floated 
i.e. between logic 0 and 1. Furthermore, sub 
threshold currents exist in transistors  that have two  
conditions as below 
1.Vgs<Vt 
2.Vds>0 
 
This means that apparently OFF transistors that 
have Vds>0, can cause to float the internal nodes. 
The response of the circuit of Fig.2 is shown in 
Fig.3. 
 

 
 

 
 

Fig.3-The response of a Basic Inverter. 
 
When transistor M1 is added to Inverter as shown 
in  Fig.4, we can see the improved response that 
outputs doesn't cross noise margin region. This is 
due to the fact that M1 provide the discharging path 
for internal nodes in the mode of evaluation of  the 
inverter. 
 

 
Fig.4- Modified Inverter (Corrected Inverter). 

 

 
Fig.5- Response of modified inverter. 
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The improved response of modified inverter is 
shown in Fig.5. 

 
 

6   conclusions 
The inverter is more symmetric and it doesn't give 
good information about power consumption of 
itself.  
In the inverter circuit, we have to take more non 
ideal assumptions, where one of them is that the 
path of inputs to corresponding outputs doesn't 
have the same equivalent capacitance. Furthermore 
the transistors are not completely the same 
(similar).  
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