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Abstract: — The objective of the paper is to design a Modulo-10 Partifiounter as a module written in
VHDL. This module generates a repeating sequence of fifty-twadipas under the control of the input clock
signal. Each partition is expressed by an array of appropritdger values based on the mathematical
Restricted Growth String notation. A phase difference equé#heaohalf period of the clock signal is used
internally to achieve the correct pulse timing of the output.odlthiput signal patterns correspond to the blocks
of each partition in a phase encoded format for a duratiom gftteses. The VHDL description of the MPC10
module is given and the simulation and synthesis results are presented.
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1 Introduction predicting the sequence number and pre-computing
) ) N . the encryption pad that is calleshe-time-pador
Counter-based exhaustive testing utilize binargrp The concept of counter mode in general and its
counters of size equal to the number of Compat'b'"té(pplication to secure processor design is also
classes, i.e., the test length i8 @here N is the discussed

number of compatibility classes. A Pk-compatibility , _ _
Starting the counter in an arbitrary state may result

relation is proposed by [1], where a partitionid _ _ .
defined on the set of compatibility classes with blockS & transient period until the counter reaches a state

consisting of one or more compatibility classes. TH&at i part of the periodic sequence, which is exactly
test length of the counter-based exhaustive testing c¥fiat happens to the up counter when started in the
be reduced by using the Pk-compatibility relation 10 State [4]. For any systolic counter we can find the

being equal to 2where S is the number of blocks forS€duence of 2 states that are part of the periodic
each partition b sequence by starting the counter in a state that has a

unique representation. The given counter enters a

The Counter (CTR) Mode of operation is 10 beqpeiitive sequence directly after reset as it has a
used with the Advanced Encryption Standard (AESQmique representation of the zero state
The sequence of counter blocks must have the _ _ 3
property that each block is different from others while In this paper we (_:on_5|der the design of a counter
the same given key is used and this is accomplishbld Produces a periodic sequence of partitions. In
by anincrementing functionThe use of a Linear particular, the design of the Modulo-10 Partition

Feedback Shift Register (LFSR) is recommended fgPunter (MPC10) is given, which utilizes a frame of
avoid the vulnerability of a single or multiple bit:0 Phases of the input clock signal and outputs 1-out

faults based on the presented fault model of t 52 partitions per frame. This module assists the

counter mode [2]. One crucial performance challendgliaPility of operation of the multiphase model [5]
of memory encryption is the decryption latency. Fa{10S€ operation adopts a 10-phase timing pattern and
protection schemes based on counter mode allolid@'9€ting data streaming applications. The blocks of
parallel execution of encrypted data fetching an_?jaCh partition are presented by the five (_)ut_put signals
decryption pad generation. A counter (also callé @0 encoded format. The VHDL description of the
sequence numbpassociated with each data block hallPC10. the corresponding simulation and synthesis
to be cached inside the secure processor to expf&tults targeting an FPGA device are given.

such parallelism enabled by counter mode. TH2 The MPC10 module

proposed technique by [3] hides the latency overhead The fundamental module, which generates a

of decrypting counter mode encrypted memory bPépeating sequence of fifty-two (52) partitions under
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the control of the clock signal CLK of frequenty ptwkl of “0,0,0,0,0"/0, “0,0,0,0,1"/1, “0,0,0,1,0"/2,
each counting value lasting ten (10) halves of th¢,0,0,1,1"/3, “0,0,0,1,2"/4 and “0,0,1,0,0"/5 are
clock period, is called the Modulo-10 Partitionshown, each for a duration of one frame). The logic
Counter (MPC10). The module block diagram and ifglue changes of the internal phased sigmmik

VHDL description are shown in Figures 1 and 3ccur at each rising and at each falling edge of the
respectively. Considering the half clock period agpyt signal CLK.

being a clock phase, we use a ten phase frame during
which the counting value is presented as a pulse
pattern corresponding to l-out-of-52 partitions. The

expression modulo-10 is used to signify that the tohe 1. The MPC10 output values based on

counter produces its counting Vall.Je (one par_t!tion) the mathematical Restricted Growth String
during this ten-phase frame. The fifty-two partitions notatior

have a counting index K in the range from 0 to 51.
The content of each block of a partition of this

module is encoded by using the mathematical | CountK | partition Count K | partition
Restricted Growth String notation for N=5, thus 0 00000 26 01101
requiring five output lines. For example, having the 1 00001 27 01102
counting index K=4, we have a three block partition 2 00010 28 01110
with blocks B=(output-line-0, output-line-1, output- 3 00011 29 01111
line-2), B=(output-line-3) and B-(output-line-4) 4 00012 30 01112
where the pulse timing of the first block holds the 5 00100 31 01120
1% phase, the second block holds tfi& ghase, and 6 00101 30 01121
the third block holds the"Bphase of the frame of the 7 00102 33 01122
input clock signal. The above partition example is 3 00110 34 01123
encoded by the Restricted Growth String notation as
: 9 00111 35 01200
the sequence {0,0,0,1,2} where the element 0 of this 10 00112 6 01201
sequence signifies block,Bthe element 1 block ;B
and the element 2 block,.BSimilarly holds for each 1 00120 37 01202
one of the remaining partitions. All encoded partitions 12 00121 38 01203
have been sorted in ascending order in order to define —13 00122 39 01210
the counting index K (from O to 51) as shown in 14 00123 40 01211
Table 1. We note that we use an input clock signal 15 01000 41 01212
with a duty cycle of 50 percent, thus having a pulse of 16 01001 42 01213
logic-1 or logic-0 value for a half period or a phase. 17 01002 43 01220
. . . 18 01010 44 01221
3 TheVHDL simulation and synthesis 19 01011 45 01222
The VHDL testbench simulation results for the 20 01012 46 01223
MPC10 module are given in Figure 3. The duration of 21 01020 47 01230
this simulation is defined by the value of the signal 22 01021 48 01231
“done”. The internal signgbclk has a width of 10 23 01022 49 01232
bits. The output port GCLK is analyzed into five 24 01023 50 01233
individual output signals with waveforms that verify 25 01100 51 01234
the correct operation of the module (for
demonstration purposes only the counter values
U_MPC10
MPCLO ver3 VHD
[CIK >——— ] SCIK GCLE[4..0] [ _jme—— GCLE[4.0]
MPC10
> RESET BSTFLAG [
VHDLENTITY: MPC10

Fig. 1. The MPC10 block diagram
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1 library IEEE;
2, use ieee.std logic unsigned.all;
3 use ieee.std logic 1164.all;
4
S entity MPC10 is
6 port (CLK , RESET : in std logic := '0';
7 RSTFLAG : out std logic;
8 GCLK : out std logic vector(4 downto 0) );
9 end MPC1O0;
10
11 architecture behavioral of MPC10 is
12 type RG_string is array (0 to 4) of integer;
13 type validpartitions is array (0 to 51) of RG_string;
14 type validcodewords is array(l to 20) of std logic vector (10 downto 1);
15 constant phased output : validcodewords :=
16 ( ('0','0','0',70%,"0","0",0","0","0","0"), ('0','0",'0", 0", 0,0, 0",'0","0","1"),
17 (*0','0','0','0','0','0",'0",'0", "1, "1"'), ('0','0','0','0','0','0"','0","'1","'1","'1"),
18 (*0','0','0','0','0", 0", "1, "1, "1, "1"'), ('0','0','0','0','0",'1', "1, 1", "1","'1"),
19 ("0, 10", 0", T, LT, LY, L, T, L, L), ('O, 0", 0, L, T, L, L, L, L, Ly,
20 (PO',TOT, T, T, T, L, L, T, L, L), (O, Tttt L, L, L, T, L),
21 (YL, T, T, T, T, T, T, T, T, Ty, (Tt tIt, tIt, v, v, v, v, v, T, 0,
22 (*1',t1v,tIY,tLY,tLY, TL,TL, T, 0,0 ), ('1',t1',t1',t1','1','1', "1, '0','0','0"),
23 (*1','1','1','1','1','1','0','0",'0",'0"), ('1','1','1','1','1','0','0','0','0"','0"),
24 (*1','1','1','1','0','0','0','0','0','0"), ('1','1','1','0','0','0','0','0"','0"','0"),
25 (*1','1','0','0','0','0",'0','0",'0",'0"), ('1','0','0','0','0','0','0",'0"','0"','0") );
26 constant partition : validpartitions :=
27 ¢ (o0,0,0,0,0), ¢(0,0,0,0,1), ¢(0,0,0,1,0), ¢(0,0,0,1,1), (0,0,0,1,2), (0,0,1,0,0),
28 (,o0,1,0,1), ¢(0,0,1,0,2), ¢(0,0,1,1,0), ¢(0,0,1,1,1), (0,0,1,1,2), (0,0,1,2,0),
29 (0,0,1,2,1), (0,0,1,2,2), (0,0,1,2,3), (0,1,0,0,0), (0,1,0,0,1), (0,1,0,0,2),
30 0,1,0,1,0), (0,1,0,1,1), (0,1,0,1,2), (0,1,0,2,0), (0,1,0,2,1), (0,1,0,2,2),
31 (,1,0,2,3, ,1,1,0,0), (0,1,1,0,1), (0,1,1,0,2), (0,1,1,1,0), (O,1,1,1,1),
32 (0,1,1,1,2), (o,1,1,2,0), (0,1,1,2,1), (O0,1,1,2,2), (O0,1,1,2,3), (0,1,2,0,0),
33 (,1,2,0,1), (0,1,2,0,2), (0,1,2,0,3), (0,1,2,1,0), (O0,1,2,1,1), (0,1,2,1,2),
34 (,1,2,1,3, ,1,2,2,0), (0,1,2,2,1), (0,1,2,2,2), (0,1,2,2,3), (0,1,2,3,0),
35 (0,1,2,3,1), (0,1,2,3,2), (0,1,2,3,3), (0,1,2,3,4) );
36 signal index, k1, k2, kn, m : integer := 0;
37 signal present_statel, present_state2, next state, pclk: std logic vector (10 downto 1);
38 signal invalidcode flag : std logic := '0';
39 begin
40 regla : process (CLK, RESET)
41 begin
42 if RESET = 'l' then present_statel <= phased_output(l);
43 elsif (CLK='l' and CLK'event ) then present_statel <= next_state ;
44 end if;
45 end process;
46 reglb : process (CLK, RESET)
47 begin
48 if RESET = 'l' then present_state2 <= phased_output (11);
49 elsif (CLK='0' and CLK'event ) then present_state2 <= next_state ;
50 end if;
51 end process;
52. reg2a : process (CLK, RESET)
59 begin
54 if RESET = 'l' then kl <= 0;
55 elsif (CLK='l' and CLK'event ) then kl <= kn ;
56 end if;
57 end process;
58 reg2b : process (CLK, RESET)
59 begin
60 if RESET = 'l' then k2 <= 0;
61 elsif (CLK='0' and CLK'event ) then k2 <= kn ;
62 end if;
63 end process;
64 next_state_logic : process (CLK, RESET)
65 begin
66 case CLK is
67 when 'l' => if RESET = 'l' then index <= 1; kn <= 0; m <= 0;
68 else index <= index + 1; m <= m+l; end if;
69 when '0' => 4if RESET = 'l' then index <= 11; kn <= 0; m <= 0;
70 else index <= index + 1; m <= m+l; end if;
71 when others => null;
72 end case;
73 if m >= 10*52 then m <= 1; end if;
74 if m > 1 and m <= 10*52 and (m mod 10) = 0 then kn <= kn+l; end if;
75 if m >= 10*52 or kn >= 52 then kn <= 0; end if;
76 if index < 20 then next_state <= phased output (index + 1);
71 else next_state <= phased output(l); index <= 1; end if;
78 for i in 1 to 20 loop
79 if next_state = phased output (i) then invalidcode_flag <= '0'; exit;
80 else invalidcode_ flag <= '1l'; end if;
81 end loop;
82 end process;
83 output_logic : process (index, present_statel, present_state2)
84 variable ptn : RG_string;
85 begin
86 case CLK is
87 when 'l' => pclk <= present_statel; ptn := partition(kl mod 52);
88 if RESET = 'l' then RSTFLAG <= 'l'; else
89 RSTFLAG <= invalidcode flag; end if;
90 when '0' => pclk <= present_state2; ptn := partition (k2 mod 52);
91 if RESET = 'l' then RSTFLAG <= 'l'; else
92 RSTFLAG <= invalidcode flag; end if;
93 when others => null; -
94 end case;
95 for n in 0 to 4 loop
96 case ptn(n) is
97 when 0 => GCLK(n) <= pclk(l) xor pclk(2);
98 when 1 => GCLK(n) <= pclk(3) xor pclk(4);
99 when 2 => GCLK(n) <= pclk(5) xor pclk(6);
100 when 3 => GCLK(n) <= pclk(7) xor pclk(8);
101 when 4 => GCLK(n) <= pclk(9) xor pclk(10);
102 when others => GCLK(n) <= '0';
103 end case;
104 end loop;
105 end process;
106

107 end behavioral;

Fig. 2. The VHDL description of the MPC10 module
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Fig. 3. The MPC10 operation (VHDL simulation results)

The synthesis of the MPC10 module targeting d&] R. Tirtea, and G. Deconinck, “Specifications
FPGA device was successfully performed giving us overview for counter mode of operation. Security

the following results: aspects in case of faults”, Proceedings of the
« flip flops with asynchronous reset = 74 12" |EEE Mediterranean Electrotechnical
« flip flops with asynchronous preset = 10 Conference, 2004 (MELECON 2004);15 May

e combinational feedback paths = 96 2004, Vol.2, pp.769-773.

e combinational logic area estimate = 3432 LUTs [3] Shi.Weidong, H.S.Lee, M.Ghosh, Lu.Chenghuai,
and A.Boldyreva, “High efficiency counter mode

4 Conclusion security architecture via prediction and

precomputation”, in Proceedings of the 32
The design aspects of the Modulo-10 Partition |nternational  Symposium on  Computer

Counter (MPC10) module written in VHDL are being  Architecture, 2005 (ISCA '05)4-8 June 2005,
considered in this paper. The operation of this pp.14-24.

module is based on a set of internal_ phased sign[’;ﬂ M.R.Stan, “Systolic counters with unique zero
that are used to generate a repeating SeqUENCE Ofgiaiar in Proceedings of the 2004 International

timing patterns, that is, the fifty-two partitions under Symposium on Circuits and Systems(ISCAS '04)
the control of the input clock signal by utilizing a 2304 May 2004, Vol.2, pp.11-909-12.

frame of 10 phases. o ) ) ) o
o ~[5] S. Poriazis,Logic Design of Multiphase Finite
The VHDL descrlptlon of the MPC10 module is State Machines, Monograph, Phasetronic

given. The corresponding simulation results verify the  |aboratories, http://www.phasetroniclab.com
proper circuit operation while the internal phased Athens, Greece, 2001.

sigr_wals'pclk[lo..l] and the _ou_tput signals GCLK([4..0] 613 S. Poriazis, “The Two-Phase Twisted-Ring
malnjcqm 'Fhe pha_lse associations and the counter valle -~ inter Circuit”, in Proceedings of the 2002
specification being expressed by the mathematical IEEE International Symposium on Circuits and
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