
1 Introduction 
Counter-based exhaustive testing utilize binary 

counters of size equal to the number of compatibility 
classes, i.e., the test length is 2N where N is the 
number of compatibility classes. A Pk-compatibility 
relation is proposed by [1], where a partition bi is 
defined on the set of compatibility classes with blocks 
consisting of one or more compatibility classes. The 
test length of the counter-based exhaustive testing can 
be reduced by using the Pk-compatibility relation as 
being equal to 2S where S is the number of blocks for 
each partition bi. 

The Counter (CTR) Mode of operation is to be 
used with the Advanced Encryption Standard (AES). 
The sequence of counter blocks must have the 
property that each block is different from others while 
the same given key is used and this is accomplished 
by an incrementing function. The use of a Linear 
Feedback Shift Register (LFSR) is recommended to 
avoid the vulnerability of a single or multiple bit 
faults based on the presented fault model of the 
counter mode [2]. One crucial performance challenge 
of memory encryption is the decryption latency. Fast 
protection schemes based on counter mode allows 
parallel execution of encrypted data fetching and 
decryption pad generation. A counter (also called 
sequence number) associated with each data block has 
to be cached inside the secure processor to exploit 
such parallelism enabled by counter mode. The 
proposed technique by [3] hides the latency overhead 
of decrypting counter mode encrypted memory by 

predicting the sequence number and pre-computing 
the encryption pad that is called one-time-pad or 
OTP. The concept of counter mode in general and its 
application to secure processor design is also 
discussed. 

Starting the counter in an arbitrary state may result 
in a transient period until the counter reaches a state 
that is part of the periodic sequence, which is exactly 
what happens to the up counter when started in the 
zero state [4]. For any systolic counter we can find the 
sequence of 2N states that are part of the periodic 
sequence by starting the counter in a state that has a 
unique representation. The given counter enters a 
repetitive sequence directly after reset as it has a 
unique representation of the zero state. 

 In this paper we consider the design of a counter 
that produces a periodic sequence of partitions. In 
particular, the design of the Modulo-10 Partition 
Counter (MPC10) is given, which utilizes a frame of 
10 phases of the input clock signal and outputs 1-out 
of 52 partitions per frame. This module assists the 
reliability of operation of the multiphase model [5] 
whose operation adopts a 10-phase timing pattern and 
is targeting data streaming applications. The blocks of 
each partition are presented by the five output signals 
in an encoded format. The VHDL description of the 
MPC10, the corresponding simulation and synthesis 
results targeting an FPGA device are given.  

2 The MPC10 module 

The fundamental module, which generates a 
repeating sequence of fifty-two (52) partitions under 
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the control of the clock signal CLK of frequency f , 
each counting value lasting ten (10) halves of the 
clock period, is called the Modulo-10 Partition 
Counter (MPC10). The module block diagram and its 
VHDL description are shown in Figures 1 and 2 
respectively. Considering the half clock period as 
being a clock phase, we use a ten phase frame during 
which the counting value is presented as a pulse 
pattern corresponding to 1-out-of-52 partitions. The 
expression modulo-10 is used to signify that the 
counter produces its counting value (one partition) 
during this ten-phase frame. The fifty-two partitions 
have a counting index K in the range from 0 to 51. 
The content of each block of a partition of this 
module is encoded by using the mathematical 
Restricted Growth String notation for N=5, thus 
requiring five output lines. For example, having the 
counting index K=4, we have a three block partition 
with blocks B0=(output-line-0, output-line-1, output-
line-2), B1=(output-line-3) and B2=(output-line-4) 
where the  pulse timing of the first  block  holds  the  
1st phase, the second block holds the 3rd phase, and 
the third block holds the 5th phase of the frame of the 
input clock signal. The above partition example is 
encoded by the Restricted Growth String notation as 
the sequence {0,0,0,1,2} where the element 0 of this 
sequence signifies block B0, the element 1 block B1 
and the element 2  block  B2. Similarly holds for each 
one of the remaining partitions. All encoded partitions 
have been sorted in ascending order in order to define 
the counting index K (from 0 to 51) as shown in 
Table 1. We note that we use an input clock signal 
with a duty cycle of 50 percent, thus having a pulse of 
logic-1 or logic-0 value for a half period or a phase.  

3 The VHDL simulation and synthesis 
The VHDL testbench simulation results for the 

MPC10 module are given in Figure 3. The duration of 
this simulation is defined by the value of the signal 
“done”.  The internal signal pclk has a width of 10 
bits. The output port GCLK is analyzed into five 
individual output signals with waveforms that verify 
the correct operation of the module (for 
demonstration purposes only the counter values 

ptn/k1 of “0,0,0,0,0”/0, “0,0,0,0,1”/1, “0,0,0,1,0”/2, 
“0,0,0,1,1”/3, “0,0,0,1,2”/4 and “0,0,1,0,0”/5 are 
shown, each for a duration of one frame). The logic 
value changes of the internal phased signals pclk 
occur at each rising and at each falling edge of the 
input signal CLK. 

 

 

 

 

Count K partition 

0 00000 

1 00001 

2 00010 

3 00011 

4 00012 

5 00100 

6 00101 

7 00102 

8 00110 

9 00111 

10 00112 

11 00120 

12 00121 

13 00122 

14 00123 

15 01000 

16 01001 

17 01002 

18 01010 

19 01011 

20 01012 

21 01020 

22 01021 

23 01022 

24 01023 

25 01100 

 

Count K partition 

26 01101 

27 01102 

28 01110 

29 01111 

30 01112 

31 01120 

32 01121 

33 01122 

34 01123 

35 01200 

36 01201 

37 01202 

38 01203 

39 01210 

40 01211 

41 01212 

42 01213 

43 01220 

44 01221 

45 01222 

46 01223 

47 01230 

48 01231 

49 01232 

50 01233 

51 01234 

 

Table 1.  The MPC10 output values based on 
the mathematical Restricted Growth String 

notation 

 

 
Fig. 1. The MPC10 block diagram 
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Fig. 2.  The VHDL description of the MPC10 module 
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The synthesis of the MPC10 module targeting an 
FPGA device was successfully performed giving us 
the following results: 
• flip flops with asynchronous reset = 74 
• flip flops with asynchronous preset = 10 
• combinational feedback paths = 96 
• combinational logic area estimate = 3432 LUTs 

 

4 Conclusion 
The design aspects of the Modulo-10 Partition 

Counter (MPC10) module written in VHDL are being 
considered in this paper.  The operation of this 
module is based on a set of internal phased signals 
that are used to generate a repeating sequence of 
timing patterns, that is, the fifty-two partitions under 
the control of the input clock signal by utilizing a 
frame of 10 phases.  

The VHDL description of the MPC10 module is 
given. The corresponding simulation results verify the 
proper circuit operation while the internal phased 
signals pclk[10..1] and the output signals GCLK[4..0] 
maintain the phase associations and the counter value 
specification being expressed by the mathematical 
Restricted Growth String notation. The synthesis 
results of the MPC10 are given targeting an FPGA 
device. 
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Fig. 3.  The MPC10 operation (VHDL simulation results) 
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