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Abstract: - The process of printing and scanning is one of the most difficult problems not to be solved in the field 
of digital watermarking, because of lack knowledge of their nature. This paper focuses on the process of 
scanning. A novel method to determine scanner attack model parameters, i.e. Point Spread Function (PSF) is 
proposed in this paper. Compared with a standard method, the advantage of this proposed method is to acquire a 
complete two-dimensional PSF profile. Experimental results show that the proposed method is efficient to 
simulate the process of scanning. 
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1 Introduction 
The success of the Internet introduces a new set of 
challenging problems regarding security. One of 
many issues that have arisen is the problem of the 
copyright protection. Digital watermarking is 
proposed as a way to claim the ownership of the 
source and owner [1]. However, there are some open 
problems in digital watermarking. Print and scan 
attack is one of the most difficult problems.  

Possible solutions as the whole strategy against 
print-and-scan attack are presented recently [2][3]. 
Voloshynovskiy et al. [2] has tried to solve this 
problem for inkjet printing and scanning. In this 
paper, a mathematical model of printing is proposed, 
with the assumption that scanning does not introduce 
any distortions. But in more general case one need to 
take into account the effect of scanning because of 
some optical blurring and aberrations as well as 
sensor non-linearity. In the other hand, Yu et al. [3] 
cope with the process of laser-jet printing and 
scanning. The operation of scanning is considered as 
a function of Gaussian blur. Then how to determine 
the parameters of the function is crucial for the 
practical use of watermarking in print-and-scan 
scenario. 

So far some methods have been proposed to cope 
with optical blurring of a scanner. Glasbey etc. [4] 
propose a method to acquire the blurring function of a 
document scanner by using a piece of black-white 
text. The blurring function is estimated from the 
ratios of the Fourier amplitudes of the blurred text 
image and its binary version by thresholding, which 
is considered as a close approximation to the original 
text image. The efficiency of this method is limited 
by the quality and content of scanned text. In [5]-[8], 

a scanner model for blurring is formulated as a Point 
Spread Function (PSF) for the application of Optical 
Character Recognition (OCR). The PSF is inspected 
only from bi-level image for OCR application 
scenario, which is more difficult to determinate the 
PSF than grayscale scan. So only two parameters of 
the PSF, the width of PSF and the threshold for 
binarization, can be estimated in this case. It is 
considered enough for OCR [5] but is not for exactly 
modeling optical blurring of a scanner. 

On the other hand, some methods select an 
indirect way to derive PSF in frequency domain. 
Gennery [9] proposes a method to determinate 
Optical Transfer Function (OTF), the Fourier 
transform of PSF, by inspection of log-power 
spectrum of the blurred image to locate the zero 
crossings, which are characteristic to of the unknown 
PSF. A bispectrum-based method proposed in [10] 
demonstrates better than the method of [9] at low 
signal-to-noise ratios. Both of methods are restricted 
to certain types of parametric PSF that are completely 
characterized by the location of zeros in their Fourier 
transforms. Such blurs as the 1-D uniform motion 
blur (modeled by a box-car PSF) and the out-of-focus 
blur (modeled by a uniform PSF over a 2-D circular 
support) belong to this class. But the PSF of a scanner 
is proven not this kind of blur but a 2-D Cauchy 
function as [4] shown. Modulation Transfer Function 
(MTF), the magnitude of OTF is determined in 
[11][12]. But PSF is not derived from MTF without 
Phase Transfer Function (PTF), the phase of OTF. In 
[13] the 1-D slice of PSF, a.k.a. Linear Spread 
Function of a film can be estimated from its Edge 
Spread Function (ESF). The LSF is formulated as a 
truncated series of Hermite polynomials multiplied 
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by a Gaussian function. The coefficients of Hermite 
polynomials and the parameters of the Gaussian 
function are estimated from the system of equations 
between LSF with unknown parameters and the 
measurement of ESF. The estimation is converted as 
a problem of non-linear least square (NNLS), for the 
presence of Gaussian function. This method is 
adapted to determinate the PSF of a scanner in this 
paper. Another method based on standard ISO 
slant-edge analysis for spatial resolution 
measurements of scanners is adapted to derive the 
PSF of a scanner for comparison. Details of this ISO 
test steps can be found in [14]-[16]. 
 
 
2   PSF Based Scanner Model 
A scanner is an analog-digital converter from 
hardcopy to digital image. In most document 
scanners, a white light source projects light onto 
hardcopy placed on flat bed of the scanner. Some 
optical lens collect the light reflected by hardcopy 
and transfer the quantity of light to Charge-Coupled 
Device (CCD) sensors. These sensors convert light 
energy to electrical energy, and some associated 
circuits accomplish the process of discretization and 
quantization to form digital images.  

Based on the above mechanism, a scanner can be 
considered as an incoherent optical system. This 
system function is also called Point Spread 
Function (PSF). Let ( )yxg , be the image function 
resulted from scanning an object in 2-D image 
space, the scanning process can be formulated as a 
convolution between original image function 
( )yxf ,  and PSF of the scanner ( )yxh , , as the 

following equation, 
                 ( ) ( ) ( )yxfyxhyxg ,,, ∗=                   (1) 
For an optical system, determination of its PSF is 
necessary in practical use. 
 
 
2.1 Mathematical derivation   of LSF 
In this method scanner’s LSF is approximated as a 
parametric form to describe certain scanner 
mathematically. Based on the method in [13], the 
noise free line spread function is modeled as the first 
n terms in a Hermite series of polynomials as the 
following equation. 
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In equation (2), x is distance along scanned 

direction, i.e. perpendicular to the edge, g(x) is line 
spread function, n is number of terms in the Hermite 
polynomial expansion, µ is pixel location of edge on 
scan, σ is positive normalizing scale factor. 

The Hermite polynomials from a basis for real 
square integrable functions, therefore any line spread 
function can be accurately represented by making n 
sufficiently large. Tested edge response is integrated 
analytically to establish a relation between ESF and 
LSF as the following equation. 
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In equation (3), G(x) is edge spread function, 

F(x) is the error function. 
To determine these unknown Hermite 

coefficients ci and Gaussian function parameters 
(µ and σ) can be implemented by minimizing 
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where N is number of pixels, Mi is measured 
intensity at xi, ∆ is distance between pixels. 

The differentiation of ESF leads to decrease of 
signal-to-noise ratio need to compensate. So this 
method is to determine LSF in an indirect way 
according to the conversion, 

( ) ( ) ( ) ( )∫
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(5) 
which leads to solve a complex inverse problem, 
where x is the space variable with the direction 
perpendicular to the edge. The LSF is represented as 
a truncated series of Hermite polynomials multiplied 
by a Gaussian function. The coefficients of Hermite 
polynomials and the parameters of the Gaussian 
function are estimated from the system of equations 
between formulated LSF with unknown parameters 
and the measurement of ESF. The number of 
equations in the system of equations between LSF 
with unknown parameters and the measurement of 
ESF is greater than the number of Hermite 
coefficients (in [13] 4 to 6 is considered enough) and 
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the number of parameters in Gaussian function (µ and 
σ). So this system of equations is overdetermined. In 
this case there are contradictions in the system of 
equations and it is impossible to acquire precise 
solutions. Approximate solutions of precise solutions 
are evaluated using least square method. This 
problem is a non-linear problem because of the 
presence of the Gaussian parameters. Moreover, 
almost no apriori knowledge of unknown parameters 
in the system of equations adds up the difficulty in 
solving this problem, which is not suitable for 
classical methods such as the well-known 
Levemberg-Marquardt algorithm [17]. So the 
VARPRO (variable projection) approach [18] is used 
here. When the parameters are settled, a 
mathematical form of LSF in certain direction is 
determined. Interpolating with LSF on different 
direction constructs the whole profile of the 2-D PSF. 
 
3   Experimental Results 
A consumer-grade flatbed scanner HP scanjet 3570 is 
used to scan a monochrome (black and white) edge 
pattern (shown in Fig. 1) in 600dpi (dot per inch) 
printed on glossy photographic paper by a laser 
image setter Esko DotMate 7500P in 3600dpi.  

As seen in Fig.1, the edge pattern is placed into 
a rectangular black frame. This frame is not in 
actual image used in experiments. It is only to 
discriminate the image here conveniently. 

This image pattern is rotated from 0 to 360 
degrees in step of 1 degree and scanned during 
each step. LSF in each scanned direction is 
acquired from each step. Then the 2-D curve PSF 
is constructed by interpolating each LSF with the 
routine of [19] respectively. 

For comparison with the standard ISO method, 
a slant edge scanner target [20], a product of 
Applied Image Inc., is used. A Matlab executable 
program [21] is adopted to analyze the scanned 
results for the acquisition of PSF. 
Experimental results verify that the two methods 

can acquire the PSF of the scanner close to each 
other, as shown in Fig.2, where data1 is test results of 
proposed method, and data2 is the test results of ISO 
method acquired before the operation of Fourier 
transform. Those results are both sampled from the 
direction of scanning (The results of vertical 
direction of scanning is so close to those of scanning 
direction that one could almost not distinguish them. 
So they are not given here). However, the advantage 
of proposed method is to acquire a complete 
two-dimensional PSF profile, rather than only two 
directions obtained from the ISO method. In addition, 
mathematical expression of PSF derived from the 

proposed method is convenient in deconvolution. 
One can make tested scanner’s PSF deconvolved 
with scanner’s output blurred images to recover the 
image. 
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Fig. 1. Scanner’s PSF test target for the 
proposed method in this paper. 

 
 
 
Fig. 2. Scanner’s PSF test results 
from proposed method and ISO 
method.   
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