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Abstract: - The IETF standard Mobile IP protocol is modified with IP security (IPSec) primitives, which control
the packet flow from a mobile host through multiple security gateways. In addition, IPSec uses strong
cryptographic authentication and encryption algorithms to protect the integrity and confidentiality of IP traffic.
In this paper, we proposed a key management algorithm for Mobile IP networks based on IPSec. The proposed
scheme includes two parts: a wired network and a wireless network. In the wired network part, the proposed
scheme produce two keys in each security gateway, transfers a packet with an encrypted key and receives a
packet with a decrypted key. In the wireless network part, we use AH to arrive at wireless segment packet
security. By the proposed scheme, we can enhance the security of Mobile IP networks.

Key-Words: - Key management, [PSec, Mobile IP, Network security, Private key, Public key.

1 Introduction

The Internet, as well as most packet-switching
networks, is based on the Internet protocol (IP).
However, IP is inherently insecure. IP packets can be
easily captured and can be modified and replaced in
transit without the destination hosts being able to
detect the modifications.

In the wireless networks (for example, Mobile IP,
GSM and 3G), the wireless link is more vulnerable to
the attacks, and the mobile devices (for example,
notebook, PDA or mobile phone) are
computing-capacity-limited and power-limited.
These characteristics raise new challenges in
designing the authentication scheme for wireless
network [5]. Anonymity and un-trace ability is to
protect the privacy of the identity of the sender.

IP mobility working on OSI layer 3 [1] is intended
to provide Internet connectivity to mobile hosts when
they are away from their home network and on a
visiting network. The Internet Engineer Task Force
(IETF) formed the IETF Mobile Working Group to
draw up a standard of mobility support for IPv4,
called Mobile IP [12]. IPSec provides connectionless
data integrity, authentication, data confidentiality,
anti-replay protection, data origin authentication, and
limited traffic flow confidentiality. In [4], Johnson et

al. proposed a security support in Mobile IP networks.

Mobility has become the most imperative demand in
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recent spreading networking systems. For
IPSec-based VPN users, Mobile IP developed by
IETF is considered as the best solution for mobility
management protocols [16].

In this paper, we proposed a new scheme to solve
security problems in a Mobile IP environment. The
proposed architecture is based on the IPSec-based
VPN proposed by the IETF for mobile users. For
IPSec-based VPN users, Mobile IP developed by the
IETF is considered as the best solution for mobility
management protocols. The proposed scheme
consists of two parts: a wired network and a wireless
network. In both networks, we use IPSec to enhance
the security of our scheme. IPSec offers these
services at the network layer, the layer in the TCP/IP
protocol stack that contains the IP protocol. We
change the way of one key in tradition as the method
of two keys. In Mobile IP environment the agent that
the packet must pass by is too many. So that very
easy were invaded by the hacker or the password is
cracked. Two keys absolutely can increase the safety.

The rest of the paper is organized as follows. In
Section 2, we give an overview of Mobile IP and
IPSec. We present the proposed IPSec-based key
management algorithm for Mobile IP networks in
Section 3. In Section 4, we compare IPSec-based
Mobile IP with traditional Mobile IP. We give the
conclusions in Section 5.
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2 Overview of Mobile IP and IP
Security (IPSec)

In this section, we give an overview of the Mobile IP
and IP security protocol and describe them in some
detail.

2.1 Main Component of Mobile IP

The basic concept of Mobile IP is as follows. Each
MN must have a home address in its home network.
When visiting any network away from home, each
MN gets a temporary local address, called care-of
address (CoA) [15]. On the visited network, the MN
registers with its home agent so that the MN’s current
IP address can be tracked. Based on this concept, the
functional components of Mobile IP are as follows:
mobile node (MN), home agent (HA), foreign agent
(FA), and correspondent node (CN) [15].

2.2 Basic Operations of Mobile IP

Fig. 1 shows the operations of the Mobile IP protocol
[13]. With Mobile IP, a mobile node (MN) has a
home agent (HA) that is a router attached to the
network to which the node belongs. When the HA is
out of range, the MN can connect to a foreign agent
(FA) that communicates with the HA to help keep
track of the MN. The MN must then be able to have
an IP address that associates it with its attachment to
a particular network. The FA assigns a care-of
address (CoA) that is used for communicating with
the MN while the MN is on the visited network. The
MN can send and receive packets from any type of
node on the network. When communication is taking
place between an MN and another node, the node that
the MN is communicating with is referred to as the
correspondent node (CN).
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Fig. 1. Operations of Mobile IP protocol.
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In this following, we briefly investigate the basic
operations of standard Mobile IP. There are five main
operations in the standard Mobile IP proposals. The
five operations are mobile agent discovery,
registration, tunneling, binding update, and foreign
agent smooth handoffs.

(1) Mobile agent discovery: Mobile agents advertise
their presence via agent advertisement messages.
MNs determine if they are still linked to the
home network using the source IP address in the
advertisement message.

(2) Registration: The process by which an MN
requests routing services from an FA on a foreign
network, informs its HA of its current CoA,
renews a registration which is due to expire, and
deregisters with the HA when it returns to its
home network. The registration process consists
of an exchange of a registration request message
and a registration reply message between an MN
and its HA, possibly involving an FA.
Tunneling: The mechanism by which the HA
forwards the packets to the MNs. Using this
mechanism, the IP packets are placed within the
payload part of new IP packets, and the
destination address of the encapsulating IP
header is set to the MN’s CoA.

(4) Binding update: In the absence of any binding
cache entry, the packets destined to an MN will
be routed to the MN’s home link in the same way
that any other IP packet would be, and then will
be tunneled to the MN’s current CoA by the
MN’s HA. If the CN had a binding cache entry
for the MN, it would be able to send packets
directly to the MN without the services of the
HA.

(5) Foreign agent smooth handoffs: This operation is
useful for defining a smooth handoff mechanism
when an MN moves from one foreign network to
another. During registration with the new FA, the
MN requests the new FA to send a binding
update message to the previous FA. This node
will then be able to re-tunnel the packets destined
to the MN.

3)

2.3 Overview of IP Security (IPSec)

IPSec is a protocol suite defined by the IETF to
secure IP packet exchanges [10]. IPSec is designed to
provide high-quality, interoperable, cryptographic-
based security for IPv4 and IPv6 datagrams through
the use of cryptographic key management protocols
[2], such as the Internet Key Exchange (IKE)
protocol [3]. Two new security headers are defined in
IPSec: an authentication header (AH) [6] and an
encapsulating security payload (ESP) [7]. The
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primary difference between AH and ESP
authentication is the extent of coverage. ESP does not
authenticate any IP header fields in the outer IP
header. AH can provide better integrity check. It
protects predictable fields in the outer IP header. In
IPSec, AH provides data integrity and authentication
using the hashing algorithms Message Digest
Algorithm 5 (MDS5) and Security Hash Algorithm
(SHA-1) [11]. The ESP header provides integrity,
authentication, and confidentiality to each IP packet.
By using the MD5 and SHA-1 algorithms, ESP
provides encryption algorithms like Digital
Encryption Standard (DES) and Triple Digital
Encryption Standard (3DES) [9].

3 An IPSec-Based Key Management
Algorithm

In Mobile IP, there are home and foreign agents
running on a wired network. These mobile agents
(MAs)  periodically  broadcast Mobile [P
advertisements on wireless networks. Whenever an
MN migrates from one subnet to another (foreign)
subnet, it starts receiving Mobile IP advertisements
from the corresponding foreign agent.

An MN is any type of device that can be attached
to the Internet. It can be a wireless laptop, a personal
digital assistant (PDA), or an Internet-enabled mobile
phone [10]. In the proposed scheme, an IPSec
protection model is used to replace the Mobile IP
model. IPSec is a standard mechanism for providing
secure communications over the Internet [9].

Fig. 2 shows the packet format encrypted with a
public key on a wired network. The proposed scheme
transfers a packet with an encrypted key and receives
a packet with a decrypted key. Hacker most easily
invades wired networks. This scheme at each agent
all the new IP header of the needle does to encrypt.
That can increase and the safety of the packet, but can
not increase and made the loading too much.

Foreign Agent
FA(n)

Key(n-1). -~
P

CN
Address

MN
Address

FA(n-1)
Address.

|¢ New IP
Header
encrypted
with
Key(n-1)

Fig. 2. Packet format encrypted with a public key on
the wired network.
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As shown in Fig. 3, we use AH to arrive at
wireless segment packet security in wireless
networks. In the proposed scheme, we describe how
we use Key(i-1) of gateway i to decrypt a received
packet. Then we use Key(i) of gateway 7 to encrypt a
transferred packet. In the following, we will present
the operations on a wired and a wireless network,
respectively.
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|¢ New IP;»I« Data encrypted with4
Header Key(1)
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Fig. 3. Packet format encrypted with AH on the
wireless network. (a) CN—HA. (b) FA—MN.
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3.1 Operations on the Wired Network

In the following, we describe the method of operation
of our proposed scheme on a wired network. We will
first describe the basic ideas of the routing process
and then proceed to describe the data transfer process.
We will then describe the data reception process
using the [PSec-based security method.

(1) Route Discovery Process

We assume that parameter “n” represents a count of
hops from the HA to the FA. To allow for practical
deployment requires that we “over-load” existing
header fields in a manner that will have minimal
impact on existing users. We describe our proposed
encoding below. We can adopt any reasonable
encoding that comes to light. Fig. 4 shows our choice
for using the padding field. Five bits are sufficient to
represent 31 hops, which is more than almost all
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Internet paths [13]. In the common case, the only
modification to the packet is to increment its padding
field.

fe—— 3R2Bits ———r
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Time to live Protocol Header checksum
Source IP address
Destination IP address
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Fig. 4. Encoding parameter “n
field.
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The route discovery process is described as
follows:
Step 1: First, we assume that parameter “n”
represents the number of hops from the HA to the FA.
Parameter “k” represents every gateway’s number.
Each agent stores k in each gateway register.
Step 2: The FA produces or obtains a random
security key and stores it in Key(k). Key(k) is used
later in the routing process to decrypt a packet. The
process will record the parameter “A” into the packet.
Step 3: If gateway k receives the request message,
this means this path has already arrived at the last
agent. If gateway k does not receive the request
message, the routing process stops. The packet will
be transmitted to the last agent.
Step 4: When this packet is transferred to the last
agent, this packet will store Key(k) and Key(k-1) to
the register of gateway k, where £>1. When the
routing process is finished, every agent (HA or FA)
will obtain two keys.

(2) Data Transfer Process

A CN delivers packets to the MN through the HA to
FA(n). In this case, each mobile agent has two keys:
one is Key(k) and the other is Key(k-1), where >1.
Key(k) is used to encrypt Mobile IP packets, and
Key(k-1) is used to decrypt the received packets.

(3) Data Reception Process

Packets are delivered to the HA through FA(n).
Key(k) is used to encrypt the Mobile IP packets, and
Key(k-1) is used to decrypt the received packets,
where £>1. For instance, when a packet is delivered
to FA(k-1), FA(k-1) will decrypt the received packets
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with Key(k-1), and use Key(k) to encrypt the packets,
after which the packets are sent out.

3.2 Operations on the Wireless Network
Wireless network security differs from general
computer and network security in that air link is
involved, and a wireless network is most concerned
with the edges of the network. Good security should
be an added feature in existing wireless
communication devices. Users that do not need it
should not have to pay for it. On the other hand, users
that want very secure communication devices should
have that option available to them at an acceptable
cost. For example, users could be offered the use of
compatible but specialized user equipment when
better security is needed. This is already being done
in some cellular systems for large-scale emergency
communications where public safety officials are
issued special cell phones that have good interference
immunity and priority access to the cell tower.

IPSec provides security by implementing different
security algorithms. IPSec adds two specific headers:
an authentication header and an encapsulating
security payload. The authentication protection in
AH does not allow this mode of operation. The AH
protocol was designed to improve the security of IP
datagrams. The AH protocol provides connectionless
integrity, data origin authentication, and an
anti-replay protection service. However, AH does not
provide any confidential services: it does not encrypt
the packets it protects. AH’s role is to provide strong
cryptographic authentication for IP traffic to ensure
that packets that are tampered with will be detected.
We show a simple authentication header model for
Mobile IP in Fig. 5. The two authentication
algorithms in the IP Authentication Header and
Encapsulating Security Payload are the HMAC-MD5
and HMAC-SHA-I algorithms [11, 14]. MDS5 and
SHA-I have many similar characteristics.

%» =&

HA FA

g Message authentication code
(MAC)

Message authentication code
Correspondent Node (MAC)

Fig. 5. A simple authentication header model for
Mobile IP.

In this case, we use AH to arrive at wireless
segment packet security. Fig. 6 shows two methods
in which the IPSec authentication services can be
used. Fig. 6(a) shows typical IPv4 packets. In this
case, the IP payload is a TCP segment; it could also
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be a data unit for any other protocol that uses IP, such
as UDP or ICMP. For AH transport mode using [Pv4,
the AH is inserted after the original IP header and
before the IP payload (e.g., TCP segment). This is
shown in Fig. 6(b). For AH tunnel mode, the entire
original IP packet is authenticated, and the AH is
inserted between the original IP header and a new
outer IP header. This is shown in Fig. 6(c).

Original IP header (any

. TCP
options)

1Pv4 Data

(a)

Original IP header (any

[Pv4 options)

AH TCP Data

()

Original IP header (any

[Pv4 options)

New IP header AH TCP Data

(©)

| |
I |
Authedticated except for mutable fields

Fig. 6. The Authenticated packet format except for
mutable fields after applying AH. (a) Before
applying AH. (b) Transfer mode after applying AH.
(c) Tunnel mode after applying AH.

between
and

4 The Comparisons
IPSec-Based Mobile

Traditional Mobile 1P

The comparisons of IPSec-based Mobile IP and
traditional Mobile IP networks are described as
follows.

The IPSec-based Mobile IP networks works on
the peer-to-peer mode and the use to operate on
MVPN. Oppositely, the traditional Mobile IP
networks works on the client/server mode. When it is
used to implement MVPN, the compulsory tunnel
style must be used and one MVPN device need to
implement the access concentrator (AC) function
while another need to implement the network server
(NS) function. To make them symmetrical, both
MVPN devices need to implement AC and NS
functions. Obviously, it will increase the
implementation overhead and the complexity of
configuration and management operations.

Traditional Mobile IP does not provide any
security mechanisms or only provides very weak
security mechanisms. I[PSec-based Mobile IP
supports two security protocols: one is the IP
authentication header protocol which is used to
provide data origin authentication, data integrity, and
anti-replay protection; the other is the IP
encapsulating security payload which provides data
confidentiality, limited traffic flow confidentiality
and optional data origin authentication, data integrity,

IP
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and anti-reply protection. According to the security
requirements, they can be used in speared or
combined ways. In addition to the security protocols,
IPSec also provides complete key management
protocols, such as the Internet Key Exchange
(ISAKMP/Oakley) protocol.

In an IPSec-based Mobile IP network, when we
send a packet from the source to the second security
gateway, a hacker can use a private key to unlock the
next security gateway’s IP address. This means the
hacker can know the real address of the next hop. But
that does not present a problem since the hacker still
does not know what the packet’s destination IP
address is. In the proposed scheme, each security
gateway i (router 7) has two keys. One is Key(7) and
the other is Key(i-1). When a hacker invades a
security gateway, he can only get the Key(7) of that
security gateway. The hacker cannot decrypt the
received packet. Therefore, the proposed method is
safer than the traditional method.

5 Conclusions

With recent advances in wireless communication
technology, mobile computing is an increasingly
important area of research. End-to-end network
security mechanisms, such as IPSec and the rich
network services for wireless networks, are
fundamentally conflicting mechanisms. In this paper,
we proposed a key management algorithm for Mobile
IP networks based on IPSec. The proposed scheme
includes two parts: a wired network and a wireless
network. In the wired network part, the proposed
scheme produce two keys in each security gateway,
transfers a packet with an encrypted key and receives
a packet with a decrypted key. In the wireless
network part, we use AH to arrive at wireless
segment packet security. By the proposed scheme,
we can enhance the security of Mobile IP networks.
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