
Hardware  implementation of the Wired LAN Equivalent Privacy
(WEP) in 802.11 Wireless LAN
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:LUHOHVV� /RFDO� $UHD� 1HWZRUNV� �:/$1V�� DUH� XVHG

LQ�D�YDULHW\�RI�DSSOLFDWLRQV�DQG�VXEVWLWXWH�WUDGLWLRQDO

/$1V� E\� SURYLGLQJ� PRELOLW\� WR� WKHLU� XVHUV�� $OO

WUDGLWLRQDO�/$1V�ZHUH�GHYHORSHG�RQ�WKH�DVVXPSWLRQ

WKDW� RQO\� XVHUV� DWWDFKHG� WR� WKH� VDPH� ZLUHG

WUDQVPLVVLRQ�PHGLXP�FRXOG�H[FKDQJH�0$&�IUDPHV�

7KLV�LV�D�W\SH�RI�SULYDF\��VLQFH�RQO\�DXWKRUL]HG�XVHUV

FRXOG� EH� SK\VLFDOO\� DWWDFKHG� WR� WKH� QHWZRUN�� DQG

WKXV� RQO\� WKHVH� XVHUV� FRXOG� KDYH� DFFHVV� WR� WKH

H[FKDQJHG�LQIRUPDWLRQ��7KLV�DVVXPSWLRQ�LV�QRW�YDOLG

ZKHQ� :/$1V� DUH� XVHG�� VLQFH� DQ� H[WHUQDO� WR� WKH

QHWZRUN� XVHU� FRXOG� µOLVWHQ¶� RQ� WKH� XQERXQGHG

WUDQVPLVVLRQ� PHGLXP� DQG� FROOHFW� XQDXWKRUL]HG

LQIRUPDWLRQ�� ,Q� RUGHU� WR� VROYH� WKLV� SUREOHP� DQG� WR
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ELWZLVH�;25HG�ZLWK�D�SVHXGR�UDQGRP�NH\�VHTXHQFH�

,Q� WKH� ,(((������� VWDQGDUG�� WKH� :(3� DOJRULWKP�

ZKLFK� XVHV� VXFK� D� SVHXGR� UDQGRP� VHTXHQFH�� XVHV

DOVR� DQ� LQWHJULW\� FKHFN� YDOXH� WR� SURWHFW� DJDLQVW

XQDXWKRUL]HG� GDWD� PRGLILFDWLRQ�� 7KLV� SURFHVV� LV

EDVHG� RQ� &5&���� FDOFXODWLRQV� RI� WKH� LQLWLDO
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WKLV�ILJXUH��WKH�SODLQWH[W�VHTXHQFH�LV�;25HG�ZLWK�WKH

SVHXGR� UDQGRP�QXPEHU�SURGXFHG� LQ� WKH� HQFU\SWLRQ

IXQFWLRQ� GXULQJ� WKH� HQFU\SWLRQ� SKDVH� DQG� LV� VHQW
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2.2   The ICV algorithm
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FRPSOHWHG�� ZKHUHDV� WKH� 5DQGRP6ZDS� VWDWH� QHHGV

�����VWHSV����VWHS�WR�UHDG�6>L@��RQH�VWHS�WR�UHDG�6>M@

 � 6>6>L@�.>L@�M@�� �� VWHS� WR� ZULWH� 6>L@� ZLWK� WKH

FRQWHQWV� RI� 6>M@� DQG� �� VWHS� WR� ZULWH� 6>M@� ZLWK� WKH

FRQWHQWV� RI� 6>L@��� 7KHVH� WZR� LQLWLDOL]DWLRQ� VWHSV� DUH
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VWDWH� PDFKLQH� SURFHHGV� WR� 5DQGRP*HQ� VWDWH� �DQG
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'XULQJ� D� W\SLFDO� WUDQVPLW� SURFHVV� XVLQJ� WKH� DERYH

DUFKLWHFWXUH�WKH�IROORZLQJ�VWHSV�DUH�SHUIRUPHG�

D�� WKH� KRVW� L�I� FRQWUROOHU� JDLQV� DFFHVV� RI� WKH�$6%
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GHVFULSWRUV�DQG�LQIRUPV�WKH�$50�SURFHVVRU�WKDW

D�QHZ�WUDQVPLVVLRQ�FDQ�WDNH�SODFH�

F�� WKH� $50� SURFHVVRU� UHDGV� WKH� WUDQVPLW� EXIIHU

GHVFULSWRUV� DQG� VFKHGXOHV� D� WUDQVPLVVLRQ

WKURXJK� WKH� 0$&� IXQFWLRQV� EORFN�� ,I� WKH

UHTXHVWHG�WUDQVPLVVLRQ�LV�DQ�HQFU\SWHG�RQH��WKHQ

$50�SURFHVVRU�DOVR�SURJUDPV�WKH�:(3�PRGXOH

WR�HQFU\SW�WKH�GDWD�EORFN�

G�� ZKHQ� WKH�:(3�PRGXOH� ILQLVKHV�� LW� DSSHQGV� WKH

FDOFXODWHG� ,QWHJULW\� &KHFN� 9DOXH� DQG� LQIRUPV

WKH�$50�WKDW�WKH�WUDQVPLVVLRQ�FDQ�VWDUW��DQG

H�� WKH� 0$&� IXQFWLRQV� EORFN� WUDQVPLWV� WKH

HQFU\SWHG�GDWD�

'XULQJ� WKH� UHFHSWLRQ� RI� DQ� HQFU\SWHG� IUDPH�� WKH

IROORZLQJ�SURFHVV�LV�SHUIRUPHG�

D�� 7KH� 0$&� IXQFWLRQV� EORFN� VWRUHV� WKH� UHFHLYHG

IUDPH� LQWR� D�EORFN�RI� WKH� H[WHUQDO�PHPRU\� DQG

LQIRUPV� WKH� $50� SURFHVVRU� WKDW� D� FRPSOHWH

IUDPH�KDV�EHHQ�UHFHLYHG�

E�� 7KHQ�� WKH� $50� SURFHVVRU� FKHFNV� WKH� SDFNHW

KHDGHU� LQ� RUGHU� WR� GHWHUPLQH� LI� WKLV� LV� DQ

HQFU\SWHG�IUDPH�DQG�LQ�WKDW�FDVH��LW�SURJUDPV�WKH

:(3�PRGXOH�ZLWK�WKH�DSSURSULDWH�FLSKHU�NH\�

F�� 7KH�:(3�GHFU\SWV�WKH�GDWD�LQ�WKH�H[WHUQDO�5$0

DQG� LQIRUPV� WKH� $50� SURFHVVRU� ZKHQ� WKH

)LJ������$Q�HQFU\SWLRQ�SURFHGXUH�H[DPSOH�



GHFU\SWLRQ�KDV�EHHQ�ILQLVKHG��DQG�LI�WKH�LQWHJULW\

FKHFN�ZDV�SDVVHG�

G�� )LQDOO\�� WKH� $50� SURFHVVRU� FRQVWUXFWV� WKH

DSSURSULDWH� UHFHLYH� EXIIHU� GHVFULSWRUV� DQG

LQIRUPV�WKH�KRVW�WR�SXPS�RXW�WKH�YDOLG�GDWD�

$� VLPXODWHG� UXQ� RI� WKH� HQFU\SWLRQ� SURFHGXUH� LV

LOOXVWUDWHG� LQ� )LJXUH� ��� $W� WLPH� ������� WKH� VWDUW

FRPPDQG�IRUFHV�WKH�:(3�PDFKLQH�WR�OHDYH�WKH� LGOH

VWDWH�DQG�JHW�LQWR�WKH�,QLWLDOL]H�VWDWH��$W�WLPH�������

WKH� VWDWH�PDFKLQH� JRHV� LQWR� WKH�5DQGRP6ZDS� VWDWH

XQWLO� WLPH���������7KHQ� WKH�:(3�PRGXOH� VWDUWV� WR

SURGXFH� WKH� UDQGRP�QXPEHUV�� �HDFK�5DQGRP5HDG\

SXOVH� LQGLFDWHV� D� YDOLG� UDQGRP�QXPEHU��� 7KH�:(3

PRGXOH� HQFU\SWV� WKH� HLJKW�E\WH� EORFNV� ����������

���������������������������������XVLQJ�VXFFHVVLYH

VWDUW�FRPPDQGV��ZLWKRXW�UHTXLULQJ�UH�LQLWLDOL]DWLRQ��

DQG�DW�WKH�HQG��LW�SURFHHGV�WR�WKH�LGOH�VWDWH�

����&RQFOXVLRQV

7KH�SUHVHQWHG�KDUGZDUH�LPSOHPHQWDWLRQ�RI�WKH�:(3

DOJRULWKP� LV� PRUH� WKDQ� ��� WLPHV� IDVWHU� WKDQ

PLFURFRGH� LPSOHPHQWDWLRQV�� ZKLOH� WKH� VLOLFRQ� DUHD

FRVW�ZDV�OHVV�WKHQ������HTXLYDOHQW�JDWHV�LQ�(6�����

�P�WHFKQRORJ\�� �7KH�:(3�PRGXOH�ZDV� IXOO\� WHVWHG

DQG�EHKDYHV�DV�UHTXLUHG��DV�D�KDUGZDUH�DFFHOHUDWLRQ

PRGXOH� LQ� DQ� ,(((�������:/$1�0$&� FRQWUROOHU

DW���DQG���0ESV�

5HIHUHQFHV�

>�@ ,(((� 6WG� ������������� ³:LUHOHVV� /$1

0HGLXP� $FFHVV� &RQWURO� �0$&�� DQG� 3K\VLFDO

/D\HU��3+<��VSHFLILFDWLRQ´�

>�@ %UXFH� 6FKQHLHU�� ³$SSOLHG� &U\SWRJUDSK\�

3URWRFROV��$OJRULWKPV�DQG�6RXUFH�&RGH�LQ�&´�

-RKQ� :LOH\� DQG� 6RQV�� ,QF��� VHFRQG� HGLWLRQ�

�����

>�@ $GYDQFHG�5,6&�0DFKLQHV�/WG���³,QWURGXFWLRQ

WR�$0%$´��'RFXPHQW�1R��$50�'9,�����$�
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