THE DIAMETER AAA MOBILITY SUPPORT FOR MIPv6
Marie Kim1, Hyungon Kim 2
AAA Information Security Research Team

Information Security Technology Division, ETRI

161 Gajeong-Dong, Yuseong-Gu, Daejeon, 305-350, KOREA

Abstract

Diameter protocol provides authentication, authorization, and accounting service for mobile nodes which request network access. In addition, Diameter protocol should provide mobility support for efficient MIPv6 service provisioning. The mobility support for MIPv6 was suggested before as private draft, not public. But this draft does not provide any end-to-end security and does not specify how to support mobility functionalities in detail.

This paper suggests the Diameter AAA mobility support for MIPv6 in more detail especially dynamic home address assignment, dynamic home agent allocation and establishment of necessary security associations. This paper designs operational scenarios which support end-to-end security, and describes mobility support functionalities in full according to designed operational scenarios. 
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I. Introduction

MIPv6 protocol[5] defines a method that allows a MN (mobile node) to change its point of attachment to the Internet with minimal service disruption. But, MIPv6 has some limitation for large scale deployment. First, MIPv6 protocol in itself does not provide any specific support for mobility across different administrative domains, which limits the applicability of MIPv6 in a large scale commercial deployment. Next, MIPv6 protocol mandates MN home address (HoA), HA (home agent) address at which MN registers, and the existence of security association (IPSec SA) between MN and HA. According to mobile device popularization, those pre-configured information makes MIPv6 service difficult to be deployed commercially.
Diameter AAA protocol [3] provides roaming support and should provides all necessary information for MIPv6 service by using NAI (Network Access Identifier) and SA between MN and AAAH (home AAA server) [1,2]. 
IETF AAA WG has been standardized Diameter MIPv4 extension. But there is no public work on Diameter MIPv6 application, which supports MIPv6 service. Even though MIPv4 and MIPv6 are similar when observed at high level, the two protocols are actually quite different when considering the elements and operation. Therefore it is impossible to apply Diameter MIPv4 extension to Diameter MIPv6 application.

This paper suggests the mobility functionalities for Diameter MIPv6 application. These mobility functionalities include followings: 1) define Diameter AAA basic model, and Diameter AAA enhanced model for visited domain HA, 2) classify all possible operational scenarios, 3) specify the techniques how to allocate HA and how to assign MN home address, if requested by MN, according to the defined scenarios, 4) specify the techniques how to establish SA between MN and HA, and between MN and local AAA client, if MN requests. 

II. Mobile IPv6 Binding Operation 
Fig.1 describes the process of MIPv6 Binding Operation in MIPv6. MIPv6 MN configures its current IP address (Care-of Address; CoA) using Router Advertisement message received from neighbor access router [5]. And then, MN binds current IP address configured at current location with maintained home address (HoA). MIPv6 protocol mandates the protection of this binding message (Binding Update/Binding Acknowledgement) by IPSec SA [5]. IPSec procedure works on SPD (Security Policy Database) and SADB (Security Association Database). 
MN and HA create and maintain each SPD and SADB. When each node receives from or sends any message to, it must refer the SPD and SADB. IPSec SA is uniquely identified by sending node interface identifier (IP address), receiving node interface identifier, message protocol, etc. IPSec SA may be statically configured, or may be dynamically created by dynamic key exchange protocol such as IKEv1.  
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Fig. 1 Mobile IPv6 Binding
III. Basic AAA Model for Inter-domain Roaming
Fig.2 describes basic AAA model for inter-domain roaming environment. 
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Fig. 2 Basic AAA Model for MIPv6

MN, which is roaming, sends network access to local AAA client. On receipt of the network access from MN, local AAA client creates AA-Registration-Request (ARR) message to request MN authentication to home AAA server (AAAH), and sends it to local AAA server (AAAL). The ARR is forwarded to AAAH through AAAL. On receipt of ARR, AAAH performs authentication and authorization process for MN. After successful authentication and authorization process, AAAH creates Home-Agent-MIPv6-Request (HOR) message and sends it to the destined HA. After processing of HOR, the HA creates Home-Agent-IPv6-Answer (HOA) message and sends it to AAAH. AAAH processes HOA, and then create AA-Registration-Answer (ARA) message for notifying successful completion of authentication and authorization. The ARA is forwarded to MN through local AAA client. In addition to authentication and authorization information, AAAH may include necessary mobility information such as home address, HA information and necessary SAs if MN requests by MIPv6-Feature-Vector AVP in ARR message. 
This paper directs AAAL to redirect ARR to AAAH. On receipt of ARR, AAAL creates ARA including Redirect-Host AVP [6] containing AAAH information. On receipt of redirected ARA, local AAA client establishes transport connection with AAAH using received information in ARA. After completion of transport connection establishment between local AAA client and AAAH, any further communication is performed through that direct channel. This is because that Diameter protocol supports hop-by-hop security (IPSec, TLS), but does not support any end-to-end security. The authentication information or any secret key distribution should be protected by any security mechanism, due to its criticalness. The information flows, which this paper suggests, provide end-to-end security between local AAA client and AAAH and between AAAH and HA. Fig. 3 describes this information flows.
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Fig. 3 Basic AAA Model for MIPv6
IV. Enhanced AAA Model

Fig. 4 describes enhanced AAA model for HA located visited domain. This situation is possible when MN requests or MN just requests HA allocation and AAAH policy is allowed to allocate HA in visited domain.
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Fig. 4 Enhanced AAA Model for MIPv6

This paper suggests that AAAL checks MIPv6-Feature-Vector AVP to check if MN requests HA in visited domain and requests home address assignment in visited domain. If so, AAAL allocates available HA in visited domain and set it to MIPv6-Candidate-Home-Agent-Host AVP, set AAAL information to MIP-Originating-Foreign-AAA AVP, and sets AAAH information to Redirect-Host AVP. AAAL creates ARA including above AVPs and sends it to local AAA client. On receipt of ARA, local AAA client establishes transport connection with the AAAH in Redirect-Host AVP in ARA. After establishment of the connection, local AAA client sends ARR to AAAH directly. After successful authentication and authorization, AAAH establishes transport connection with HA specified in ARR (MIPv6-Candidate-Home-Agent-Host AVP or Home-Agent-Host AVP). AAAH exchanges HOR/HOA through this connection directly. 
The information flows as follows: access request from MN → local AAA client (ARR) → AAAL (ARA) → local AAA client (ARR) → AAAH (HOR) → HA in visited domain (HOA) → AAAH (ARA) → local AAA client → MN. As with Fig.2, enhanced AAA models provides end-to-end security between local AAA client and AAAH, between AAAH and HA in visited domain. 
V. The Technique of dynamic HA allocation and dynamic home address assignment in Diameter Protocol
Mobile IPv6 protocol mandates pre-configured MN home address, HA assignment. But, according to popularity of mobile devices, this supposition makes MIPv6 deployment hard in commercial network. 
Diameter protocol solves this problem by dynamic assignment of home address, and dynamic allocation of HA based only MN NAI and SA between MN and AAAH. This paper first classifies all possible operational scenarios for supporting mobility functionalities and designs the techniques. 
Scenario 1) MN has home address and HA information in home domain.
· There is no need for mobility support.
Scenario 2) MN has home address and HA information in visited domain.
· There is no need for mobility support.
Scenario 3) MN has home address and requests HA in home domain dynamically.
· After successful authentication, AAAH allocates HA (MIPv6-Home-Agent-Host AVP) in home domain dynamically. AAAH proceeds process with allocated HA.
Scenario 4) MN has home address, and requests HA in visited domain dynamically.
· On receipt of ARR, AAAL allocates HA on the same link with MN home address in visited domain. AAAL creates ARA, which includes MIPv6-Candidate-Home-Agent-Host AVP set by allocated HA, MIP-Originating-Foreign-AAA AVP set by AAAL and Redirect-Host AVP set by AAAH. AAAL sends it to local AAA client.
Scenario 5) MN requests home address, and has HA information in home domain.
· On successful authentication, AAAH assigns home address (to MIPv6-Mobile-Node-Address AVP) on the same link with the HA in home domain dynamically. 
Scenario 6) MN requests home address in visited domain, and has HA in visited domain.
· On receipt of ARR, AAAL assigns home address (MIPv6-Mobile-Node-Address AVP) on the same link with HA in visited domain dynamically. AAAL creates ARA, which includes MIPv6-Mobile-Node-Address AVP, MIP-Originating-Foreign-AAA AVP, and Redirect-Host AVP. AAAL sends it to local AAA client. 
Scenario 7) MN requests home address and HA in home domain.
· After successful authentication AAAH allocates HA (MIPv6-Home-Agent-Host AVP) in home domain and assigns home address (MIPv6-Mobile-Node-Address AVP) on the same link with allocated HA dynamically. 

Scenario 8) MN requests home address and HA in visited domain.
· On receipt of ARR, AAAL allocates HA (MIPv6-Candidate-Home-Agent-Host AVP) and assigns home address (MIPv6-Mobile-Node-Address AVP) on the same link with allocated HA. AAAL creates ARA including above AVPs and MIP-Originating-Foreign-AAA AVP, and Redirect-Host AVP, and sends it to local AAA client. 
VI. The Technique of Establishing Security Associations in Diameter Protocol
Diameter protocol establishes and distributes necessary SAs to associated nodes, in addition to authenticate and authorize MN [1,2]. In this case, Diameter AAA plays a role as the Trusted-Third party. 
Diameter AAA as the Trusted-Third party should establish and distribute two kinds of SAs. One is for the local SA between MN and local AAA client, and the other is for the MIPv6 SA between MN and HA. Both are established only when MN requests by MIPv6-Feature-Vector AVP in ARR. 
SA type 1) SA between MN and local AAA client.
· After successful authentication, AAAH establishes the SA. The detail of SA varies for specific link layer such as PPP, Wireless, etc.
· When EAP-TLS, EAP-TTLS, PEAP is used for authentication, Master Secret Key created during authentication process is used for secret key. Or security key may be generated by hash algorithms such as Hmac_MD5, Hmac_SHA1, MD5_Mac using AAA key maintained by MN and AAAH.
SA type 2) IPSec SA between MN and HA.
· MIPv6 protocol specifies that dynamic key exchange protocol such as IKEv1 may be used to establish IPSec SA. But it requires many round-trip. In this paper, Diameter AAA establishes and distributes IPSec SA at the same time it performs authentication and authorization. 

· According to the chapter 4 scenarios, after completion of authentication and authorization, AAAH knows the MN home address and HA information. Therefore, it is possible to establish IPSec SA. Since IPSec SA is one-way, bi-lateral (MN→HA) (MN←HA) SAs should be established. These created SA is distributed to MN using ARA, and is distributed to HA using HOR. Distributed information includes the appropriate key or key material, IPSec protocol, transform identifier, SPI, etc. 
· The communication between MN and AAAH is protected by SA between MN and AAAH, and the communication between AAAH and HA is protected by transport layer security protocol (IPSec or TLS) 

· Each of MN and HA stores and maintains IPSec SA information through SPD and SADB. 

· When EAP-TLS, EAP-TTLS, PEAP is used for authentication, Master Secret Key created during authentication process is used for secret key. Or security key may be generated by hash algorithms such as Hmac_MD5, Hmac_SHA1, MD5_Mac using AAA key maintained by MN and AAAH.
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Fig. 5 SA delivery for MIPv6

VII. Data Structures
MIPv6-Candidate-Home-Agent-Host AVP MIPv6-Mobile-Node-Address AVP, MIPv6-Feature-Vector AVP are similar to those defined in MIPv4 extension [6] but different IPv6. AAAH distributes IPSec SA. The data structure of this information is as follow: 
	Filed
	Description

	Source Address
	Sender IP address

	Destination Address
	Receiver IP address

	SPI
	Security Parameter Index

	IPSec Protocol(AH/ESP)
	AH, EAP

	Mode(TRANSPORT/TUNNEL)
	Transport, Tunnel

	Transform Id(s)
	Transform id for IPSec Protocol

	SA secret key
	Secret key

	SA Life Type
	Seconds, bytes

	SA Life Time
	Life duration

	Etc.
	


Tab1. IPSec SA entry items created by AAAH
MIPv6-Feature-Vector AVP flag values are as followings:
1   Home-Agent-Requested

2   Mobile-Node-Home-Address-Requested

4   Home-Address-Allocatable-Only-in-Home-Domain

8   Home-Agent-in-Visited-Domain

16 Visited-Home-Agent-Available

32 MN-AR SA-Requested

64 MN-HA SA-Requested

VIII. Conclusion

For more scalable Mobile IPv6 deployment, it is desirable to use Diameter AAA for establishing all necessary information dynamically, due to minimized round-trip. 
This paper suggests dynamic HA allocation, dynamic home address assignment, and dynamic SA establishment techniques by using Diameter AAA. This bootstrapping by Diameter AAA is useful, because it requires minimum pre-configuration, generates any necessary information dynamically, and distribute them using secure channel. The Diameter AAA mobility supporting reduces all the round-trips required for Dynamic HA Discovery, Prefix Discovery, and IKEv1 to just one round-trip. Moreover, if access request includes binding update and access accept includes binding acknowledgement, then Mobile IPv6 Binding operation can be accomplished at the same time authentication and authorization process is performed. 
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