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Abstract: - This paper focuses on the state of network security of the currently popular wireless networking standard IEEE 802.11b. Advantages of a wireless network and its security problems in general are discussed first, then the details of the wireless network protocol IEEE 802.11b and associated network security problems, and finally the War Driving field trial carried out to ascertain the state of network security for the wireless networks in Auckland’s Central Business District (CBD). Besides the conventional hardware and software used for monitoring in the field trial, the integration of GPS gives the study an additional dimension. The data gathered revealed that the built-in security features of the IEEE 802.11b standard were not configured appropriately and in many cases not even used, making the networks vulnerable to attacks. The data relating to the positional data (longitude and latitude) aided in the geographical location of the access points (APs). An attacker could use this data for launching focussed attacks. 
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1   Introduction

Wireless technologies have pushed computer networking to a new level by eliminating the physical constraints of wired networks. Transmitting data wirelessly is not new and has been implemented in different ways for many years. However, wireless network technologies were only used in special situations due to their complexity, costs, limited performance, etc. The general public could not take advantage of these technologies directly. 


      In recent years, the advance of technology and the change in wireless communication regulations have made wireless technologies more accessible to the public. Wireless local area network (WLAN) protocols or solutions like IEEE 802.11, HomeRF and HIPERLAN are affordable and easy to deploy, even for individuals and small businesses. They are alternatives or extensions to wired networks and offer better mobility and flexibility. As a result, the growth of wireless networks has been substantial over the last few years. While wireless networking comes with some positive features like flexibility and short time for deployment, it brings into the equation the considerations of security for such networks. Of particular significance in this regard is the use of the currently most popular IEEE 802.11b wireless protocol. The succeeding sections cover the features, security issues and a field trial that establishes the prevailing security of 802.11b deployed WLANs. 
2   IEEE 802.11b Features and Security Issues
In order to ensure interoperability, the Institute of Electrical and Electronic Engineers (IEEExe "IEEE:Institute of Electrical and Electronic Engineers") announced a standard, IEEE 802.11, for WLANs in 1997. In late 1999, 802.11a and 802.11b, which have improved data rates, were introduced as supplements to the original 802.11 [1]. Other wireless standards have also been published or drafted such as IEEE 802.11g, HomeRFxe "HomeRF:Home Radio Frequency" and HIPERLANxe "HIPERLAN:High-Performance Radio Local Area Network" [2]. Among these wireless network solutions, IEEE 802.11b-based products have had the highest growth and popularity. However, security problems emerged over time and are now a real concern.

      The built-in security features of IEEE 802.11b include SSID (Service Set Identifier), MAC address filtering, and WEP encryption. Most access points (APs) can hold more than one security key (WEP key) for greater flexibility. However, in order to make the deployment of a wireless network easier, the security features of many products are disabled to their default setting. A wireless network will be ready for data transmission as soon as the power is turned on. As a result, a number of wireless networks are running using the default settings and do not have any protection at all. This kind of situation does not only happen in home environments but also in offices where network security has to be taken more seriously. Setting up these built-in security features properly is the first step of securing a wireless network. Some of these security issues are discussed below.

2.1   Use of Default Settings
If the built-in security features are enabled but with the default values, the protected wireless network is still vulnerable to attacks. For example, the use of the default SSID could be a problem. “WLAN” is one of the commonly used default SSIDs. Further, as more APs adopt Web interfaces for system configuration via their built-in Web server, there is no third party software that needs to be installed on the computer for setting up the AP. Administrators only need a Web browser and the IP address of the AP to manage it. However, it is not only a very convenient feature for administrators but also for attackers. The default IP address, such as “192.168.1.1”, will be so easy for attackers to guess and thus gain access to the AP. There is another problem in APs’ configuration screens. Many APs use “admin” as the administrative login name and blank (nil) as the password but not everyone is careful enough to change it. An attacker can take advantage of these “user friendly designs” mentioned above to control the equipment and even lock the real administrator out.

2.2   Jamming
Just like other RF-based equipment, an IEEE 802.11b wireless network is also vulnerable to signal jamming. A high-power radio signal generator can easily interrupt the desired signal transmission over a wireless network and prevent all users from intercommunication. As long as suitable equipment is used, this could be the easiest way to disable a wireless network. This requires no special knowledge and almost anyone can carry out this kind of attack intentionally or unintentionally.

2.3   Lost Equipment 

Most IEEE 802.11b APs, WNICs and related systems, such as desktop computers, laptop computers and PDAs, hold static network security information. These include MAC addresses, SSIDs, security keys (WEP keys) and saved user names and passwords. If these items of equipment were lost or stolen, an attacker could use them to gain network access or recover related security information for malicious use.

2.4   Rogue Access Points
Some end users deploy APs without consulting or informing the network administrator. This kind of AP is usually called a “Rogue Access Point”. The existence of rogue access points often creates security concerns because end users may not be aware of the risks of accessing networks using these APs. An AP deployed by an end user may only have had minimal changes made in order to connect to an existing wired LAN [3]. As a result, it is very likely still in its default setting: no WEP encryption, no MAC filtering and easy-to-guess SSID. Worse, this AP may be put right against the wall with an omni-directional antenna that sends the radio waves carrying sensitive information out of the office.

2.5   Weak WEP Protection
Wired Equivalent Privacy (WEP) is the encryption algorithm that is used in the IEEE 802.11b standard. However, there are a number of reports that detail the flaws of WEP and some of them have been successfully implemented to break WEP encryption. According to LaRocca & LaRocca [4], WEP has two major weaknesses that are targeted by most attacks. The first one is the Initialisation Vector (IV) that was concatenated with the WEP key to generate the seeds for the key streams. The second one is the CRC-32 checksum algorithm and its linear properties. An attacker could extract information from a WLAN and build a table of IVs and their corresponding key streams to create a “Decryption Dictionary”. Numbers of techniques exist for obtaining the values of the key streams, as discussed by Lin Chih-Ta [5]. In addition, IVs are always transmitted in their clear form. As a result, a decryption dictionary can be built with little effort.

3   Field Trials

This section covers the details of the field trial, a war driving exercise that was carried out in Auckland’s Central Business District (CBDxe "CBD:Central Business District") to explore the number of WLANs and collect related information for further analysis. This section begins by defining the objectives of the trial. Next comes the description of the scanning set up details.  This is followed by the legal and ethical issues involved. The final subsection discusses the limitations of the trial and possible improvements for future trials.

3.1   Objectives of the Trial 

The objectives of this field trial are mentioned below:

· Explore the number of WLANs in the targeted area that is based on Auckland’s Central Business District (CBDxe "CBD:Central Business District").

· Examine the collected information of WLANs.

· Find out the percentage of unprotected (WEP related) and insecure (SSID related) WLANs in targeted area.

3.2   Scanning Process
The guidelines below were followed during the WLANs scanning process in order to detect more WLANs and avoid legal and ethical issues that are explained in subsection 3.3.

· The vehicle (a car) used in this field trial was driven at the speed of no more than 50 Km/hr during the scanning.

· The scanning of WLANs was carried out on every road that was accessible to the vehicle within the defined area.

· The vehicle was driven along both sides of the road for better signal reception.

· All applications and services on the computer were terminated during the war driving except the wireless network scanning software, for technical, legal, and ethical reasons.

· The available wireless connectivity was not utilised in any way.

· The “auto save” function of the wireless network scanning software was enabled to retain collected information in case of system failure.

3.3   Legal and Ethical Considerations

War driving regulations have not been clearly defined in most countries. Mostly, war driving is somehow associated with illegal activities, such as breaking into a network. This is because some attackers use war driving tools to locate their target WLANs, according to Duntemann [6]. In New Hampshire (United States) a proposed law House Bill No 495 would protect people who tap into insecure WLANs without the approval of the network owners. Regulations in this regard have not been seen in New Zealand. This study takes into consideration the following suggestions proposed by Duntemann, in order to avoid legal and ethical issues during the conduct of the war driving exercise (field trials):

· Do not examine the contents of a network.

· Do not add, delete, or change anything on the network.

· Do not use the network's Internet connection for Web surfing, email, chat, FTP, or anything else.

The hardware and software in this field trial were appropriately configured as discussed below to prevent undesirable interactivities with scanned WLANs.

3.4   Limitations and Possible Improvements

The field trial had limitations as listed below. While the main constraints were due to the targeted technology and pre-defined scope, a few others due to time and resource constraints cannot be ruled out:

· The main target of this field trial was the IEEE 802.11b-based WLANs. Other types of WLANs (such as 802.11a and 802.11g) were not scanned.

· Some WLANs may not have been detected if they were located in a high-rise building since the signal may have been too weak when it reached the ground level.

· WLANs that were far away from the roads may not have been detected due to the distance.

· Signals may have been absorbed or blocked by walls or other obstacles and become undetectable in a few cases.

· The built-in omni-directional antenna of the WNIC was used. It was placed inside the vehicle. This may have prevented the system from detecting some WLANs that were on the margin.

· This field trial was carried out entirely using a vehicle as the platform and this may have contributed to some of the limitations described above.

Better result could be expected by undertaking the following steps:

· Use an external omni-directional antenna instead of a built-in one to extend the scanning range. It will be ideal if the external antenna could be mounted on the roof of the vehicle because signals will no longer be weakened by the metal structure of the vehicle. The signal quality can be further improved by use of high-gain directional antenna.

· If the scanning can be carried out on foot, more WLANs will be detected. This is because the researcher can then go to places that are not accessible to the vehicle, such as footpaths, and are closer to, or even inside, buildings.

· A MiniStumbler (the PDA version of the Network Stumbler) and a PDA can be used to reduce the weight carried by the researcher especially when he/she is on foot for greater accessibility.

· A Note Book/Lap Top (Centrino) with enhanced battery life or a standby battery back up would aid the logistics for the trial.

4   Data Analysis and Results
The results of this field trial [7] are summarised in the tables below. In addition to the statistics, issues suggested by the result are discussed in the subsections below.

4.1   Vendors

Network Stumbler is capable of determining the vendor of APs and WNICs based on their MAC address to vendor allocation (see Table 1).  Cisco’s product Aironet is widely used for deploying WLANs in the scanned area. According to the collected information, only 15 out of 78 Cisco products (19.23%) had WEP encryption enabled. The ratio is surprisingly low for an enterprise-level product like Aironet. However, it is quite possible that WLANs may be using other solutions to enforce wireless network security, such as IPSec or Cisco’s proprietary protocol LEAP (Lightweight Extensible Authentication Protocol).

	Vendor
	Count
	Percentage

	Cisco (Aironet)
	78
	33.05%

	D-Link
	13
	5.51%

	Agere (Lucent) Orinoco
	10
	4.24%

	Linksys
	9
	3.81%

	Apple
	8
	3.39%

	Askey Computer Corp
	7
	2.97%

	GST (Linksys)
	6
	2.54%

	Compaq
	5
	2.12%

	Enterasys (Cabletron)
	5
	2.12%

	Nokia
	5
	2.12%

	Netgear
	3
	1.27%

	Agere (Lucent) WaveLAN
	2
	0.85%

	Delta (Netgear)
	2
	0.85%

	Gemtek (D-Link)
	2
	0.85%

	3Com
	1
	0.42%

	Accton
	1
	0.42%

	Acer
	1
	0.42%

	Unknown
	78
	33.05%

	Total
	236
	100%


   Table 1: Field Trial – Vendors

4.2   Network Types
A BSS (Basic Service Set) uses an AP to centralise the data communication between stations while an IBSS (Independent Basic Service Set) consists of two or more Wi-Fi enabled computers that communicate with each other directly (see Table 2). 

	Network Type
	Count
	Percentage

	BSS (infrastructure mode)
	212
	89.83%

	IBSS (ad-hoc mode)
	24
	10.17%

	Total
	236
	100%


   Table 2: Field Trial - Network Types

4.3   WEP Encryption

As discussed in subsection 2.5, WEP is the encryption algorithm available in the IEEE 802.11b standard. It does not offer very strong protection. However, it provides a basic level of security and may be enough to divert a casual or a drive-by attacker to another target. As a result, WEP should be enabled unless the WLAN is meant to be openly available to the public as a hotspot.

      In this field trial, more than 60% of WLANs were found to have no WEP encryption enabled (see Table 3). This percentage is quite close to the result of 67.74% in the third WWWD (Worldwide War Driving) results [8]. This suggests that many WLAN owners the world over are not aware of the wireless network security issues and therefore leave their networks open.

      However, WLANs that are not protected by the WEP may have other security mechanisms implemented. Some of these have been briefly covered in the conclusion. In addition, some WLANs are kept open for ease of wireless connectivity. For example, Starbucks Coffee set up hotspots in locations around Auckland and Christchurch for customers to surf the Web or check emails wirelessly [9]. These hotspots were also detected in this trial. They all use “REACH” as their SSID [7].
	         Encryption
	Count
	Percentage

	   WEP
	94
	39.83%

	No WEP enabled
	142
	60.17%

	Total
	236
	100%


Table 3: Field Trial - WEP Encryption

4.4   SSID Settings

SSID is the network name of a wireless network. The collected SSIDs were examined using local knowledge, a search engine (www.google.co.nz) and Telecom New Zealand’s online yellow pages (www.yellowpages.co.nz). SSIDs that were recognised by the researchers or found in the search results (only if the business has a Web page or a listing in the online yellow pages) that matched two conditions below were considered as identifiable:

· The business operates in New Zealand.

· There is an office or branch opened by the business in the area scanned.

The default SSIDs are counted based on the result of Network Stumbler’s filtering function and information obtained from the default settings of access points obtained from the source-http://lleidawireless.net/space/Default+Config.

      In this trial, 158 SSIDs were either identifiable or have not been changed (default value). Eight of them were not specified or not broadcast (refers to the “Closed System Mode” for security reasons). The rest of them were either very general (such as “home” or “my_network”) or meaningless (just a series of numbers and characters) and could not be identified (see Table 4). Identifiable and default SSIDs may introduce some of the security concerns that were discussed in subsection 2.1. 

	SSID in Use
	Count
	Percentage

	       Identifiable SSID
	127
	53.81%

	Default SSID
	31
	13.14%

	                 No SSID
	8
	3.39%

	            Unidentifiable SSID
	70
	29.66%

	               Total
	236
	100%


Table 4: Field Trial - SSID Settings

4.5   Different SSID Settings without WEP Encryption

In Table 5 below, the column “SSID Cnt” (count) is taken directly from the results of the previous section. The third column, “No WEP”, is the number of WLANs without WEP out of the “SSID Cnt”. The “No WEP / SSID Cnt” column then shows the percentage of “No WEP” against “SSID Cnt” (“No WEP” divided by “SSID Cnt”). The “Percentage” indicates the percentage of “No WEP” out of all detected APs and WNICs.

	SSID
	SSID Cnt
	No
 WEP
	No WEP / 
SSID Cnt
	Percentage

	Identifiable
 SSID
	127
	73
	57.48%
	30.93%

	Default 
SSID
	31
	23
	74.19%
	9.75%

	No 

SSID
	8
	1
	12.50%
	0.42%

	Unidentifiable 
SSID
	70
	45
	64.29%
	19.07%

	Total
	236
	142
	Not  

             Applicable
	60.17%


Table 5: Field Trial - Different SSID Settings    

               Without WEP Encryption
Using identifiable or default SSID and deploying WLANs without WEP enabled each contribute to security problems on wireless networks. WLANs that use identifiable or default SSID and have no WEP protection are in an even greater danger. As shown in the table below, many WLANs (74.19%) that were still using the default SSID often left the security settings untouched (WEP disabled). In contrast, WLAN administrators that were careful enough to disable the broadcast of SSID (the row of “No SSID”) usually had the encryption enabled. Only one of them had no WEP. The combination of identifiable SSID and no WEP (57.48%) makes WLANs a specific (identifiable SSID) and easy (no WEP means less protection) target for attackers. 

      The data gathered during the field trials in addition to that discussed above includes positional data providing the latitude and the longitude of the WLANs [7]. This information could be used by an attacker to arrive at the precise location of, say, an AP. Once this is available an attacker can come suitably equipped with a directional antenna and overcome barriers of distance and/or poor reception of RF signal. In some cases if the scenario demands unobtrusive access, a PDA based scanning system could be used for launching a focussed attack at a time and place of the attacker’s choosing.

5   Conclusion

The IEEE 802.11b standard can be broken into by an attacker even when its built-in security features are deployed to their full potential. However, these built-in security features may not be configured appropriately and in some cases not even used. Further, unmanaged APs (rogue access points) deployed by users, lost devices, and the nature of radio waves also introduce potential security problems. In addition, the security mechanisms may not be strong enough. There are many proven attack methods that can be used to break IEEE 802.11b-based WLANs and some tools are freely available on the Web to achieve this.

     No single solution can offer protection that is strong enough against all kinds of attacks. More than one approach may be needed for mitigation of security threats. It is both a technical issue and a management issue. 

     The basic protections that were discussed above can be applied to existing Wi-Fi certified or compatible hardware and are relatively easy to deploy. They are suitable for individuals and small businesses. The advanced solutions usually require additional hardware and software and they are more expensive and complex to implement. These are designed for companies that have higher security requirements. The coming IEEE 802.11i standard is designed to secure these WLANs. Products that support 802.11i should be available in the second quarter of 2004. According to Wi-Fi Alliance [13], Wi-Fi Protected Access (WPA) is a subset of the upcoming IEEE 802.11i standard. It is designed to provide stronger wireless network security before the IEEE 802.11i standard is made available. WPA adopts a number of features of IEEE 802.11i and is also forward compatible with it. WPA is software and firmware upgradeable to existing Wi-Fi Certified products that require no additional hardware [11].  WPA uses TKIPxe "TKIP:Temporal Key Integrity Protocol" (Temporal Key Integrity Protocol) to address the weaknesses in the WEP and implements the IEEE 802.1x standard, a port-based network access control, and EAPxe "EAP:Extensible Authentication Protocol" (Extensible Authentication Protocol) to carry out mutual authentication and key distribution, according to Wi-Fi Alliance and Phifer [12]. In addition, the MICxe "MIC:Message Integrity Code" (Message Integrity Code, also named Michael) is included to address the data integrity issue in WEP [13].
     According to the war driving exercise discussed above, more than 60% of WLANs had no WEP encryption enabled. This suggested that many WLAN owners were not aware of the wireless network security issues and had therefore left their networks open. The use of identifiable or default SSIDs also creates some concerns in the area of wireless network security. These results are expected to serve as an eye opener to the business community at large and the Auckland CBD in particular, about the likelihood of inadequate security measures being adopted in their wireless LAN implementations.

     The wireless network scanning software and hardware that were used in this field trial have limited capability to analyse every protection implemented on each WLAN. For example, the key length (64 bit / 128 bits / 256 bits) of WEP encryption and the status of MAC address filtering function could not be determined. In addition, the third-party encryption and authentication was not recognised by the scanning system either. Additional software and hardware are required to carry out an investigation that more accurately reflects the situation of wireless network security in Auckland’s CBD. The result of this field trial forms a basis of a more detailed study in the future. 
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