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Abstract: — An analytic model was developed to evaluate network congestion effects on alternative
Web proxy cooperation models (CMs). The model was applied to a system of identical, fully connected
proxies, in order to compare performance of two common CMs: Broadcasting and URL-Hashing. The
model has been validated against simulations performed in NS-2 with real proxy traces. Sensitivity
was also determined for the future growth of request rates and number of cacheable Web objects. Our
study provides estimates of limits within which cooperative Web caching can be expected to yield

improvements over single-proxy operation.
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1. Cooperative Proxy Caching

The purpose of Web caching is to move content
closer to the user, typically onto local storage of
a proxy server that is part of the user’s local area
network. Requests that hit in the proxy cache are
served by the proxy, avoiding expensive accesses to
the origin Web server on the Internet. Web prox-
ies have proven effective at reducing overall band-
width requirements, server load, and latency. But
the proxy can be a bottleneck, as it must process
all requests by the clients. Multiple proxies can
mitigate the problem, and if inter—proxy commu-
nication is not excessive, the proxies can coordinate
their actions so as to optimize system performance.
Forecasts of increased Web usage highlight the ne-
cessity of such cooperation among proxy servers as
a means of reducing latency and network conges-
tion,'? .

Existing Web cache cooperation models (denoted
by “CM,” since the term “model” is used herein to
refer to the analytic representation) fall into two
broad categories: those that use a static mapping
from Web pages to proxies, and those that use a
dynamic mapping. The former is exemplified by
URL-Hashing, in which the URL of the desired
page is hashed to determine which proxy to ac-

cess. Each URL is mapped to a single proxy, en-
suring that there is only one copy per page in the
proxy caches, thus maximizing the overall hit rate.
URL-Hashing guarantees load-balancing among
all proxies,® since any locality in the URL request
streams is randomized by the hash. Balancing
proxy loads is necessary for minimizing queueing
delays at proxies and for improving access latency.

Other CMs use a dynamic mapping from URL
to proxy. A good example of this is Broadcasting.
Requests are broadcast to all the proxies to find
the desired page.* The Internet Caching Protocol
(ICP) was developed to aid in the query process.?
Allowing a dynamic mapping from URL to proxy
has the advantage that it allows proxies to operate
independently; each can decide on its own what to
cache and what not to cache. It also allows multi-
ple cached copies of the same page. This is impor-
tant for hot pages that are accessed frequently. The
load induced by these pages may need to be spread
across several servers. There are a few downsides
of dynamic mapping. The first is that multiple
copies of a page pollute the cache, reducing overall
hit rate and mitigating some of the load-balancing
benefits. Second, a method is needed for locating
pages, which introduces overhead and complexity.



The particular instance of Broadcasting to find a
page doesn’t scale well to large numbers of proxies.

One thing that existing CMs have in common is
that while they attempt to minimize access latency
by balancing server loads and maximizing the over-
all cache hit rate, they do not take into consid-
eration network congestion between proxies. Ex-
isting CMs assume that any client can access any
proxy with the same network latency and band-
width. This may not be the case due to network
congestion, caused by requests from other clients,
or simply cross-traffic on the same network. Min-
imizing access latency requires evaluating conges-
tion, as well as balancing server loads and avoiding
duplicate copies.

In this paper, after summarizing an analytic
model of CMs that includes the effects of network
congestion, we use it to forecast future performance
of some CMs in the presence of different Web traffic
growth scenarios. The model builds on work done
by Wolman et al.® who expanded upon previous
work done by Breslau et al.” Wolman’s model is
recognized as the best available tool for predict-
ing the performance of large scale Web caching.®
This model has been already used in the analytic
study of the Restricted Broadcast Query mecha-
nism.? Section 2 describes previous work that has
been done on Web proxy cooperation. The analytic
model and test configuration of cooperating proxies
are described in Section 3, including assumptions
and parameter values. Section 4 presents results,
Section 5 describes the validation of the analytic
model through simulations, and Section 6 includes
conclusions.

2. Related Work

Mature examples of proxy cache cooperation ap-
pear within commercial products,'®'! for LAN and
WAN deployment and within government—funded
research efforts,'? .1®  The following examples de-
scribe other ideas found within the research litera-
ture.

The Internet Cache Protocol (ICP) was devel-
oped by the Harvest project.® ICP was first ap-

plied in a CM known as Broadcasting or Multi-
casting.'*  Upon a cache miss, ICP packets are
transmitted to all cooperating proxies. Any cache
member containing the requested object is identi-
fied, and the request will be forwarded to it. The
individual proxies work autonomously, taking into
account proximity to each other. Unfortunately,
misses are discovered too late, since the query-
ing proxy must wait for all caches to respond.?
Therefore, in large configurations, hierarchical ICP
caches have overhead-induced scalability issues.'?

The CRISP project used directory schemes as a
CM.15 If a central directory is used, it becomes
a bottleneck and a single point of system failure.
If distributed directories are used, a high level of
agreement is required among proxies. Directory
exchanges lead to a heavy maintainance and query
overhead.? Summary Cache'® is an optimized ver-
sion of directory schemes. The cache directory that
each proxy keeps from the cached content at every
other proxy is compressed using Bloom filters. A
trade-off exists between scalability and the sum-
maries’ accuracy or update frequency.

Consistent Hashing!” was implemented in the
Cache Resolver?; it is also known in the litera-
ture as URL-Hashing. Browsers decide which prox-
ies to contact using a hash function that maps
URLs to a dynamic set of available caches. Inter—
cache communication is largely eliminated, reduc-
ing overhead, but this also means that the scheme
has no awareness of network proximity. The Cache
Array Routing Protocol implements URL-Hashing
for each proxy autonomously.'®

In the Cache Routing approach,'® there are no
parent relationships among caches. Smart rout-
ing of cache requests is accomplished by gathering
data from the Border Gateway Protocol, using the
Whois service and modifying the tool traceroute.
In Vicinity Caching, each proxy maintains direc-
tories of objects cached only in neighboring prox-
ies. 19

Congestion has been extensively studied in the
last 20 years, but the bulk of the research has been
done at levels lower than the Web application. To



our knowledge, the work reported within this pa-
per is the first to analyze the effects of congestion
on coooperative Web proxy caching. We chose to
model congestion in two idealized CMs, Broadcast-
ing and URL-Hashing, because they represent re-
spectively the set of CMs using either dynamic or

static mapping of URLs to proxies.
proxy 2

proxy M’ + 1

proxy 2M’
proxy M’ + 2

Figure 1. System of M = 2M' identical, fully connected
proxies. Each proxy also connects to IV clients (not shown).

3. Web—Object Retrieval Process

We now describe the analytic model—including no-
tation, assumptions, and equations—for compar-
ing the performance of proxy CMs. Section 3.1 de-
scribes Wolman’s basic model® as applied to single—
proxy congestion; Section 3.2 includes the enhance-
ments that we developed for comparing CM perfor-
mance under proxy-link congestion.

3.1. Wolman’s Single-Proxy Model

Consider a Web proxy servicing N identical clients.
The total number of cacheable Web objects is n.
The objects are rank-ordered according to their
popularity, forming a Zipf-like distribution with
exponent a = 0.80,%.” The distribution is divided
into two groups: n/k popular objects, and n —n/k
less—popular objects. From the literature, we set
k = 3000.°

Each client is requesting objects at a mean rate
A. The set of popular objects is changing at rate
P, and the set of unpopular objects is changing
at rate U. Assuming that the size and popularity
of the Web objects are uncorrelated, the following
expressions give the predicted single—proxy cache
hit rate, Hy, as a function of the above parameters:
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V@)= o 2
20 = T2 Q
a= [ 1/z%dz: (4)

3.2. Model Enhancements

In order to use Eqns. 1-4 for comparing different
CMs, we augment the single-proxy model in the
following ways:

o Topology—neutral comparison. One enhance-
ment of Eqns. 1-4 arises from our desire to
compare benefits of alternative CMs. We fo-
cus on the overhead and communication pat-
terns between M cooperating proxies. There-
fore, we use the same, fully—connected proxy
topology for each CM—see Fig. 1.

o Integration limits. Since Eqns. 1-4 describe
single-proxy operation, the hit rate is deter-
mined by integrating across the entire set of n
objects. For specific CMs, the set of objects
that each proxy can retrieve may be limited.
Therefore, the integration limits will require
modification.

o Finite cache size. Wolman’s steady—state per-
formance model assumes that cache size is in-
finite, and that cache contents change at rates
P and U due to invalidations and updates
from the origin server. But Wolman’s values
for P and U were obtained by measuring real
systems having finite cache size. Therefore,
cache size must also influence the time that
items remain in cache. Thus, in applying Wol-
man’s model to CMs, we make rates P and U
functions of cache size.



The above enhancements have different implica-
tions for each CM; CM-specific equations are de-
noted with subscripts b for Broadcasting and h for
URL-Hashing. In Broadcasting, clients query all
available proxies. Clients see an effective cache size
equal to the sum of M cooperating caches, which
in turn see a request rate A - N - M, the sum of
arrivals from all clients. The larger cache reduces
rates P and U:

Py(M)=P/M; U(M)=U/M (5)
Furthermore, since each cooperating proxy may ac-
cess any object, the integration limits within Eqns.
1-4 apply. The hit rate for Broadcasting is thus

given by:

dr +
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For URL-Hashing, the set of objects that can ar-
rive within a given proxy’s cache is determined by
the hashing function that maps URLs to proxies.
Assuming perfect load—balancing across M proxies
and no object replicas, each proxy’s cache will see
a request rate ANV, and rates P and U will not de-
pend on M. Rather, dependence on M is within
the integration limits:

(6)
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Fig. 2 shows hit rates for each CM, inserting
specific parameter values from the literature® into
Eqgns. 5-8. The object request rate A = 10,000
objects per day; P = 0.600 objects per day; U =
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Figure 2. Hit rates vs. number of proxies for each CM.

0.036 objects per day. N = 800 clients per proxy.
The total number of cacheable Web objects n = 4
billion. Hit rates for each CM are identical—within
the range of numerical integration error. This re-
flects our assumptions that (1) the CMs have iden-
tical workloads and local cache replacement poli-
cies, and (2) although Broadcasting caches multi-
ple copies of a small number of popular objects,
their relatively small number means that differ-
ences in CM cache contents will be neglibly small.

The final elements required for CM analysis are
processing times and hop latencies. The follow-
ing values are typical of those found in the lit-
erature for LAN-connected systems,*2021; WAN-
connected cases could be considered by appropri-
ately modifying the values.

ICP packet processing: Tip, = 1.4 mS (9)
Broadcasting timeout: A, =45 mS(10)
URL-Hashing lookup: 7, = 0.25 mS(11)
Proxy-origin server hop latency:Ap, = 65 mS(12)
Client—proxy hop latency: A, =2 mS(13)
Proxy—proxy hop latency: Ap, = -5 mS(14)

The ICP protocol affects Broadcasting perfor-
mance through ICP packet processing time (Eqn.
9) and through the assigned timeout value (Eqn.



10). Similarly, URL-Hashing’s table-lookup time
(Eqn. 11) is counted as a processing time.

Hop latencies in Eqns. 12-14 are applied to both
CMs, and are the mean times required for Web
objects to travel between client and proxy, proxy
and origin server, and between proxies. Each of
these hop latencies includes the time for executing
the HTTP protocol. Additionally, assignment of
these hop latency values is equivalent to assigning
link bandwidth capacities, since—within a given
calculation—we fix the size of Web objects at the
current estimated average, 10 kilobytes.?? We in-
troduce the effects of congestion between selected
proxy links through the multiplier 8 in Eqn. 14.

3.3. Considering Congestion

A fair comparison of the effects of congestion on
different CMs requires a combination of proxies
and links that does not favor one CM over oth-
ers. Therefore, we chose a system of identical, fully
connected proxies—see Fig. 1. The dashed line
denotes a congestion boundary, across which proxy
links have congestion factor 8 > 1 (Eqn. 14). For
example, a value of 8 = 4 means that available
bandwidth for proxy links crossing the congestion
boundary is reduced to 25% of its original value.

The results shown in Section 4 were calculated
by summing the processing times and hop latencies
while tracing a Web object’s request path between
two proxies and back again. The request path is
determined by the particular CM; since the CM is
unaware of congestion, some will cross the conges-
tion boundary (i.e., 8 > 1), and others will not
(8 = 1). For the configuration in Fig. 1, on aver-
age, half of the requests will cross the congestion
boundary, and half will not.

3.4. Retrieval Times

We can now write the expressions for each CM'’s
end—to—end retrieval time in terms of hit rate, pro-
cessing times, and hop latencies.

Since the following expression occurs within each
retrieval time equation, we give it a shorthand no-
tation:
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Figure 3. Relative Latency vs. number of cooperating
proxies. n =4 x 10%; A = 10® (no congestion).
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Figure 4. Comparing CMs’ effectiveness under congestion
conditions (n = 4 x 10%, A = 10%).

Y=2(App+ Apo) + Agp (15)
CM retrieval times are given by:
Ry = Agp + Hy(2App + Ay + MTip/2) +
(1 —Hy) (v + Ticp)  (16)
Ry = Acp + Hp(28pp + Ay + 1) +
(1=Hp)(y+m) (A7)



Our CM performance metric is Relative Latency,
which is retrieval time for cooperation normalized
by retrieval time for stand—alone proxy operation:

LhE&

RO (18)

where stand—alone retrieval time is given by:

Ry = Acp(1+ Ho) + (1 — Ho)(28p0 + Acp) (19)

Note that both numerator and denominator are
non—constant functions of the parameters being ex-
plored, A\, n, M, and 8. The highest congestion fac-
tor that was used was 8 = 9, since higher values
would result in proxy—proxy hop latency exceed-
ing the timeout value given for Broadcasting (Eqn.
10). Beyond this level, additional factors that are
not included in our simple model would influence
actual CM behavior.

4. Analysis Results

Fig. 3 shows that the Relative Latency curves for
Broadcasting and URL-Hashing flatten at higher
values of M. This is due to two reasons: (1) al-
though total cache size is increasing, the number
of cacheable objects m is constant, leading to dimin-
ishing returns from higher hit rates; (2) from Eqn.
16, we note that Broadcasting overhead increases
directly with M, leading to more rapid flattening
in Relative Latency than URL-Hashing. Based on
these factors, we chose to use only values M < 30
for the remainder of results shown below.

Fig. 4 shows that Relative Latency worsens lin-
early with congestion for both CMs. For a given
congestion factor, each CM’s Relative Latency de-
pends on hit rate—which grows with M (Fig. 2)
and on cooperation overhead—which also grows
with M. For a given number of proxies, there ex-
ists a threshold congestion factor, above which co-
operation worsens performance (Relative Latency
greater than 1). Since URL-Hashing shows bet-
ter performance in the presence of congestion, and
due to space limitations, we limit the remainder of
results shown to URL-Hashing.
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Figure 5. Impact of Web—object request rate, A, on URL-
Hashing (URL-Hashing; n = 4 x 10°, no congestion).
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Figure 6. Impact of Web—Object request rate for various
congestion factors (URL-Hashing; n = 4 x 10°, M = 10).

Fig. 5 shows the relationship between request
rate A and number of proxies, M, for URL-Hashing
under no congestion (f = 1). Assuming that
servers can handle the higher request rate, as A
increases, for M < 6, performance improves due to
increased hit rate. But for M > 6 and A > 5 x 104,
Relative Latency, Ly, begins to increase slightly.
This is due to the fact that both numerator and
denominator in Lj are functions of A, and that
single—proxy latency is increasing more slowly than
URL-Hashing latency, thus increasing Ly,.

Fig. 6 shows the effect of congestion on a system
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congestion, and for 10 proxies under congestion factor 8 =
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of 10 proxies as the number of daily Web—object
requests increases. For congestion factor § > 6,
there exists a request rate at which Relative La-
tency reaches a minimum; for 8 < 6, Relative La-
tency monotonically decreases.

Fig. 7 shows the effect of increasing the number
of cacheable objects, n, for different numbers of
cooperating proxies having no congestion, and for
10 proxies under congestion level § = 9 (dashed
line). For 10 proxies, the current value of n =
4 % 109 results in a benefit for cooperation, but by
the time n increases by a factor of 100, all benefits
disappear with even minor congestion.

The total number of cacheable Web objects is
currently estimated to be on the order of n =
4 x10° % but future Web growth will increase this
number.? Benefits of cooperative Web caching will
depend on the growth of this number vs. perfor-
mance of future proxy servers. Using current proxy

servers and values of n < 10!' cooperation is ben-
eficial (M < 30).

5. Validation of the Model

We used NS-223 to perform experiments on a net-
work topology that mimics the one described by

Fig. 1 and in Eqns. 9-14. We implemented Broad-
casting and URL-Hashing in the NS-2 simulator.
We used IRCache!? tracefiles to drive the simu-
lation. The caches were 6 GB with LRU (Least
Recently Used) replacement and TTL (Time-To-
Live) consistency policies. Hit rates and retrieval
times obtained when the proxies are cooperating
were respectively normalized by the hit rates and
retrieval times of independent proxies, and the re-
sults were compared against the analytic model as
shown in Figs. 8 and 9. The model parameters
had to be adjusted to better fit the simulation re-
sults: A and k were set to 4,000 requests per day
and 2,000 due to the particular characteristics of
the input tracefile, and P and U were set to 0.2
and 0.02 changes per day to account for the com-
bined effects of finite cache size and the particular
replacement and consistency policies.

In Fig. 8 The hit rates produced by the analytic
model closely follow the data from the simulation
experiments for a number of proxies higher than
10. Simulation data for URL and Broadcasting
diverge with larger number of proxies as the effect
of duplication of cached objects in Broadcasting
becomes more important. Model and simulation
produce similar retrieval times as shown in Fig. 9.
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6. Conclusions

We have presented an analytic model for compar-
ing the benefits of Web proxy cooperation for dif-
ferent CMs as several parameters, including con-
gestion, are varied. The model results lead to the
following conclusions:

e Even though the model simplifies workload
characteristics and network detailed behavior
a good match is found between model results
and detailed simulation experiments. When
the model is used to describe a specific ex-
periment it is required that the parameters of
the model be adjusted to the particularities of
the workload and cache sizes, replacement and
consistency policies.

e Proxy cooperation overhead rises with increas-
ing Web—object request rate and number of
cooperating proxies. The challenge posed by
increasing request rates can first be met by
higher—performance proxy servers, but even-
tually, using a large number of proxies elimi-
nates all advantages of cooperation. The re-
duction in cooperation benefits is exacerbated
by proxy-link congestion.

e For the set of processing and latency param-
eter values used in this analysis, an upper

bound of 30 cooperating proxies was found for
Broadcasting, even with no congestion. For
URL—-Hashing, this number is higher due to
its lower overhead.

e Moderate congestion levels (8 < 4) are better
managed with a large number of cooperative
proxies (20 < M < 30). Higher congestion
levels are better dealt with using a small num-
ber of proxies (M < 6) or with single-proxy
operation.

o When no congestion is present, higher client—
side demand rate increases cooperation bene-
fits, due to the resulting improvement in cache
hit rate.

The analytic model presented here will be use-
ful for researchers who are exploring other CMs,
or more generally, evaluating request re—direction
methods for either supply—side (Web caching) or
demand-side (content distribution networks). Our
work highlights the implications of congestion for
current and future Web environments. Actual CM
designs focus on scalability. It would be desirable
to simulate or prototype a CM whose request re—
direction scheme is explicitly designed to adapt to
congestion.
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