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Abstract: - E-businesses are searching for ways to provide both cost effective and secure communication services. Internet, which is the primary medium for conducting e-business, is by its nature, an open, heterogeneous, non secure medium. Reports show that the ellipsis of trust in transaction security is the major reason why consumers are dubious to shop online and in expansion, unwilling to adopt an electronic payment framework in order to pay for the goods or the services bought electronically. This paper emphasizes the necessity of the factor of trust to achieve having as safe electronic business procedures as having when transacting through paper based ones. The only way is by means of cryptography and particular of public key infrastructure (PKI) that functions as a chain of trust.
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1
Introduction

There are some fundamental requirements that slow down the success and growth of e-business. Pernul et al [1] found that these are due to the lack of:

· a generic and user-friendly infrastructure supporting e-commerce,

· security and fairness as integral parts of the infrastructure,

· methodologies for analyzing and modeling the security semantics of e-commerce business transactions.

Internet as an open heterogeneous network, offers a plethora of ways to conduct new transactions services giving to all participants a competitive edge. But the primary concern is to achieve a comparable level of trust and security analogue to paper based commerce. Nowadays electronic commerce is powered and growths due to the low cost and wide availability of internet as an infrastructure for conducting business. But the nature of Internet raises security concerns relatively to a potential loss(es) of asset(s). Any security system, no matter how well designed and implemented, will have to rely on people. The human factor is the Achilles heel of information security and specific the factor of trust is the crucial one for every business transaction [2]. We consider that people transact on the base of trust, not security. Trust is a fundamental requirement that amplifies all business transactions. Cryptography can play the role in providing trust in electronic commerce and especially to the most significant part of every business transaction, the electronic payment (e-payment).

We can list the security requirements for e-commerce as follows:

Identification and authentication - The ability to identify (uniquely) an entity

Authorization - The ability to control the actions of the entity based on its identity

Confidentiality - The ability to deter unauthorized disclosure of information

Integrity - The ability to assure that data has not been modified

Non-repudiation - The ability to prevent the denial of actions by the entities

Availability - The ability to provide an uninterrupted service

In general, security in electronic communication is based on the implementation of a set of principles. It is a common understanding that in order to achieve secure electronic communication among parties, one should assure at least these services [3].
These might be extended and include other security requirements more specific to its object needs (table1).

Table I: Invitational solutions of cryptography to e-business

	Business need
	Solution powered by cryptography

	Confidentiality of information
	Encryption themes

	Prevention of modification
	Integrity check

	Authenticity
	Digital signatures


1.1  Defining Trust

To address these concerns we need to provide trust on the flow of electronic information and in the way it is stored, processed and communicated. Cryptography is the only mechanism that can induct a level of certainty similar to paper based commerce.

Trust can be understood as the belief of a trustor that a trustee will behave in unforeseen circumstances as he would act usually.

Uncertainty is a basic transaction dimension relevant to the importance of trust in e-commerce. Grabner-Kraeuter [4] identify that the exchange of information via the Internet can bring about several risks, caused by security problems in information and communication technical systems (system-dependent uncertainty) or by the conduct of actors who are involved in the online transaction (transaction specific uncertainty).
System-dependent uncertainty

System-dependent uncertainty comprises events that are beyond the direct influence of actors and can be characterized as exogenous or environmental uncertainty.
Transaction-specific uncertainty

Transaction-specific uncertainty can be seen as a kind either of endogenous or of market uncertainty that results from decisions of economic actors and is caused by an asymmetric distribution of information between the transaction partners.

Trust is the enabling of confidence that something will or will not occur in a predictable or promised manner. The enabling of confidence is supported by identification, authentication, accountability, authorization, and availability. A security architecture based on an acceptable trust model provides a framework for delivering security mechanisms [5].
Trust has different forms such as [6]:

1. Intrapersonal trust - trust in one’s own abilities.

2. Interpersonal trust - expectation based on cognitive and affective evaluation of the partners.

3. System trust - trust in depersonalised systems.

4. Object trust - trust in non-social objects.

In order to develop trust in e-commerce transactions and additional to e-payment process infrastructures it is essential to develop trust mechanisms for a secure business transaction. Tan et al [7] presented a generic trust model for first trade situations mentioned before. The basic idea is that:

Party Trust + Control Trust = Transaction Trust. The strength of control trust depends not only on the control mechanisms used, but is also influenced by how much trust a party. We can extent this idea in the following Fig.1.
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Fig.1  Trust and control operation

We have to mention that online trust is also confused with offline trust. We have to understand that online trust is different from offline trust. Online trust refers to end-to-end entities of an e-business process, is relevant to different partners, its nature appoints the significance to security services that have to implement and is subjective to the needs and the nature of interconnected entities.
We look trust dimension from the technology perspective and we observe that the main method that is available to build trust is PKI (public key infrastructure).

Shapiro et al. [9] were led to model trust for two parties in a business environment. This model has three forms of trust and the one form of trust lead to another form of trust.

1. Deterrence-based trust: relates the transacting parties to the possibility of punishment if the chain of trust is brake

2. Knowledge-based trust: is the mutually knowledge of the trading partners

3. Identification-based trust: is based on common values with the other transacting partner’s
The Fig.2 illustrates those stages of trust development.
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Fig.2  Stages of trust development

2
E-business transactions and security

To design for trust, it is necessary to determine if, and under what conditions trust mechanisms are brittle. Since digital services and products can be delivered over networks, it is desired that they can be paid electronically too. Electronic payment or e-payment is the transfer of an electronic mean of payment from the payer to the payee through the use of an electronic payment instrument [10]. There are many ways to classify electronic payment systems:

1. Online or Offline

2. Pre–paid, Pay–Now, or Pay–Later

3. Anonymous or Non–anonymous

4. Cryptography–Based or Crypto less
A simplest scheme for secure e-payments consists of three parties: the seller (offers the service and will receive money for it), the buyer (asks for a certain service and must pay for it) and the bank (or financial institution/a third party from which the buyer’s money is drawn and to which it is returned as seller’s income). Therefore an e-payment scheme can be divided into three actions: withdrawal, payment and deposit [11].

Payments are considered to be the integral component of any commerce activity. What we need to establish is the trust similar to paper based economy. Payment is a business of scale. Financial organizations will implement payment systems if a high level of security is provided and the payment execution is free of any additional transaction fee or charge.
In order to develop trust in e-commerce/business transaction, it is meaningful to identify the phasing processing of the transaction. There have been several proposals [1, 8] that sort out the phases of an electronic transaction. Electronic payment mechanism can be considered to be secure when all phases of the transaction phase maintain the security services. We identify that in all e-payment frameworks the following phases should be followed (Fig.3).
Trust services – the provision of services capable to establish trust

Security services – perceive the security requirements

Payment transaction:

Information phase – during the information phase the parties identified

Negotiation phase - specify their relationships, contract and obligations agreements

Payment phase – assessment of how the payment settlement will be carried out
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Fig.3  Implementation of a chain of services

3
Solution of trust problem with PKI

A generic web payment framework in order to be accepted as a mechanism for financial transaction has to provide:

Security: refers to how to prevent double-spending and forgery.

Offline operability: the ability that transactions can be executed by only two parties (payer and payee), without the need of a trusted third party (bank).

Transferability: spending coins without the necessity of verifying them.

Anonymity: user’s anonymity.

Scalability: means flexibility of the system to facilitate a large number of users.

Efficiency: of process, payment and coin spending.

Ease of use: friendly user interface, simple and easy for use.
Without the ability to provide those requirements and to create legally binding contractual between remote users, the project of e-business will be unable to implement.

3.1  PKI simplified

PKI is a framework for using public/private keys, which solves the key distribution problem effectively and provides efficient security services such as integrity and authentication. An asymmetric key cryptosystem using a pair of keys (public and private) solves the key distribution problem that the symmetric key cryptosystem has and parallel, it provides the needed security services.

Public-key infrastructure (PKI), represents an attempt to imitate the real world and specifically the human assessment of identity and trust. In simple words PKI manages trust in electronic transactions. 
It enables secure transactions and private exchange of information between parties that may be known to each other or complete strangers. This is achieved by supplying the framework for digital signatures and encryption, encompassing security policy, services and legal considerations.

Encryption is a key-based mathematical transformation of a plaintext into a cipher text in such a way that the reverse operation (decryption) is very difficult without possession of the key. Two kinds of cryptographic transformations exist:

Symmetric cryptography: single - same key, for encryption and decryption

Asymmetric cryptography: Public Key Cryptography- two keys, one key encrypts and a different one decrypts.
PKI is the use of two mathematically-related digital keys that provide models/forms:
· Encryption: confidentiality of messages 

· Authentication: verification and message integrity

The term Public Key Infrastructure (PKI) is used to cover the management and distribution of public keys and associated data. PKI functions can be divided into sets, where each set represent a role, usually named by the nature of the functions in each set. The roles which can be identified are several [12, 13, 14]:

· Certification Authority: Providing trusted procedures for issuing and revoking certificates for both end-users and end-entities.  

· PKI Directory / Certificate Repository / Certificate Resource Library: The publicly accessible directory (repository) where certificate and status information can be searched by both end-users and end-entities. 

· End Entities (servers): consuming e-business services and End Users (Clients) providing e-business services

So, PKI as a trusted network is a set of:

· Security services.

· Digital certificates, that provides electronic identification of parties participating on the Internet.

· Rules and processes that determine how the PKI is operated and who can participate in it.

In e-business we want to establish relationships and identify the parties. Certificates address the problem to verify the identity of the parties exchanging encrypted information over internet.

In the public-key technology, an essential process for establishing a trust relationship is for the first entity to import a public key from the second one and protect its integrity for storage or communication to other entities. The entity that imports the public key is known as the relying party, (intends to rely upon the public key) for protecting the successional exchange with the key-holder (the entity from whom the key is imported), Fig.4.
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Fig.4  Relying process

Having in mind all that, we can consider a complete image of a PKI, as Fig.5:
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Fig.5  An image of a PKI

PKI is a cost effective efficient mechanism that can provide secure and authenticated transfer of digital information. We must mention that PKI is not an authentication mechanism by itself, PKI is an enabling infrastructure. Security problems exist because there is no universal trust infrastructure like PKI.

4
Conclusion

The importance of information and communication systems for society and the global economy is intensifying with the increasing value and quantity of data that is transmitted and stored on those systems. Cryptography is an important component of secure information and communications systems, an essential tool in a network environment for addressing concerns of trust and security. Especially Public key cryptography plays the important role in developing infrastructures for secure and trusted information and communication networks and technologies, capable of accommodating the process of electronic commerce.
References:

[1] G. Pernul, Alexander W. Röhm, G. Herrmann, Trust for Electronic Commerce Transactions, Proc. 3th East-European Conference on Advances in Databases and Information Systems (ADBIS'99), Maribor, Slovenia, September 13-16, 1999.
[2] J. Gonzalez, A. Sawicka, A framework for Human Factors in information Security, Proceedings of the WSEAS Int. Conf. on Information Security, Rio de Janeiro, 2000.
[3] F. Milagres, E. Moreira,; J. Pimentao, P. Sousa, A. Garcao, Dealing with Security within DEEPSIA Project, Proceedings of the WSEAS Int. Conf. on Information Security, Hardware/Software Codesign, E-Commerce and Computer Networks, WSEAS Press, Rio de Janeiro 2002, pp. 2431-2439.
[4] S. Grabner-Kraeuter, The Role of Consumers’ Trust in Online-Shopping, Journal of Business Ethics 39, Kluwer Academic Publishers, 2002, pp. 43–50.
[5] D. Andert, R. Wakefield, J. Weise, Trust Modelling for Security Architecture Development, Professional Services Security Practice, Sun Blueprints, Online, December 2002, http://www.sun.com/blueprints.
[6] I. Mezgár, Role of trust in networked production systems, Annual Reviews in Control 27, 2003, pp. 247–254.
[7] Y. Tan, W. Thoen, A formal analysis of a generic model of trust for electronic commerce, Journal of Decision Support Systems, Vol 33, 2002, pp. 233–246.
[8] K. Knorr, Security Requirements of Electronic Business Processes, I3E Conference, Zurich, 2001.
[9] D. Shapiro, B.H. Sheppard, L. Cheraskin, Business on a handshake, The Negotiation Journal, October, 1992, pp. 365-78.
[10] ePSO, Building Security and Consumer Trust in Internet Payments, Background Paper No. 7, April 2002.

[11] J. Pegueroles, F. Rico-Novella, Secure Video-on-Demand Server Project: Requirements and Solutions, 2nd WSEAS International Conference on Multimedia, Internet and Video Technologies. Greece 2002

[12] R. Hunt, PKI and Digital Certification Infrastructure, Proceedings of the 9th IEEE International Conference on Networks (ICON.01), 2002

[13] M. Henderson, R. Coulter, Ed Dawson, and Eiji Okamoto, Modelling Trust Structures for Public Key Infrastructures, L. Batten and J. Seberry (Eds.): ACISP 2002, LNCS 2384, Springer-Verlag Berlin Heidelberg 2002, pp. 56–70.

[14] H. Johner, S. Fujiwara, A. Yeung, A. Stephanou, J. Whitmore, Deploying a Public Key Infrastructure ,IBM, www.redbooks.ibm.com, February 2000

Trust





Levels of trust





3. Identification-based trust





2. Knowledge-based trust





1. Deterrence-based trust





Time





Execution


Phase





Negotiation


Phase





Information


Phase





Trust Services





Security Services





Control





Security Policy





Security Principles





Security Criteria





Foundation





Perimeter








SECURITY


Authentication


Authorization


Confidentiality


Integrity


Non repudiation


Availability


6.1 Recovery - Durability


6.2 Consistency - Continuity





Physical Access





Network Access





Relying


Party





Key


Holder





Import public- key from





Trust





TECHNOLOGIES





PKI








ROLES





RELATIONSHIPS





POLICIES














11

