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Abstract: - In this study, we proposed a remote authentication model of information appliances (RAMIA). The 
RAMIA comprised of two basic components, namely user identity security authentication module (UISAM) and 
authority management module (AMM). The function of UISAM is to authenticate the user by account and 
password, this module is constructed by hash function and exclusive or (XOR)；AMM includes a user 
authorization data base (UADB) and manages user’s authority. Via this model, we can have the more reliable 
and convenient home network environment. 
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1   Introduction 
Along with the prosperity of information appliances 
(IAs), there are more and more varied IA products 
appeared. In the home network environment, the IA 
control mechanism can provide fine control 
capability of IA devices.  

Lee and Huang [2] proposed an IA controlling 
model (IACM), which can control IA devices 
through home management broker. Lee et al. [1] 
came up with the idea of IAs intelligent agent model 
(IAIA), making home environments more 
comfortable and convenient. Lee et al. [5] proposed 
fuzzy neural network model of information 
appliances with the functions of self-learning and 
fuzzy inference, it enables IAIA to maximize 
efficiency of IAs in a more humane way. Lee and 
Mao [3] proposed a clustering model of information 
appliance, it processes user’s recognitions of IAs to 
cluster IA devices, and it facilitates the management 
of control. Lee et al. [4] proposed a fuzzy aggregative 
clustering model of information appliances (FACIA) 
which is capable to cluster the IAs, filter and extract 
the IAs’ messages automatically. Wu and Jan [6] 
proposed home network management system which 
integrates WAP and SMS by mobile communication 
devices, but lack of security authentication. If there is 
a function of authentication embedded in this 
mechanism, it not only can avoid the user without 
authorization to invade the home network system, but 
also promote the integrated IAs facilities. 

In this study, we propose a remote authentication 
model of information appliances (RAMIA). The 
RAMIA comprised of two basic modules, namely 
user identity security authentication module (UISAM) 

and authority management module (AMM). The 
UISAM which is constructed by hash function and 
exclusive or (XOR) is to authenticate the user by 
account and password; the function of AMM is to 
record and manage users’ authority. 
This model not only can avoid user without 
authorization to invade the home network system, but 
also promote authorization control mechanism. Via 
this model, we can have the more reliable and 
convenient home network environment. 
 
 
2 RAMIA 
In this Section, we presented a remote authentication 
model of information appliances (RAMIA) under the 
supervision of IACM [1], as shown in Fig.1. There 
are two basic modules in RAMIA, saying user 
identity security authentication module (UISAM) 
and authority management module (AMM), as 
shown in Fig.2. 

      Fig.1 Remote Authentication Model of  
Information Appliances 
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Fig.2 Architecture of Remote Authentication  

Model of Information Appliances (Dotted  
line denotes the reject response) 

 
The functions of these modules are as the followings: 
z UISAM：it can authenticate users and 

provide message to AMM 
z AMM：it includes a user authority 

database storing users’ authority and can 
manage the users’ authority of controlling 
home network system. 

 
 
2.1 UISAM 
UISAM can receive messages from remote users and 
authenticate them. There are two components in 
UISAM, saying user security authentication 
component (USAC) and user identity database 
(UIDB). USAC can authenticate users and UIDB is a 
database which records the users’ message to support 
USAC. After authentication, UISAM will pass user’s 
ID and command to AMM, as shown in Fig.3. 

 
Fig.3 UISAM module (Dotted line is reject response) 

 
The functions of these components are as the 
followings: 
z USAC：USAC which is the core of UISAM can 

ensure that the user is permitted. 
z UIDB： It records users’ authentication data to 

assist USAC identify the user. 
 
 
2.2 AMM 

AMM has a function of authority management for 
permitted user. It is constructed by two components, 
namely user authority management component 
(UAMC) and user authority database (UADB). 
UAMC is responsible for user’s authority 
management. UADB is a database of users’ authority 
records. Lee et al. [1] proposed IAIA to integrate 
control of IAs, as shown in Fig.4. 
 

 
Fig.4 Authority Management Module (Dotted line is 

reject response) 
 
The functions of these components are as the 

followings: 
z UAMC：UAMC can receive message from UISA 

to manage users’ authority and pass it to IAIA. 
z UADB：UADB provides users’ authority message 

for UAMC to manage users’ authority. 
 
 
3 Authentication 
In this Section, we express the procedures and 
algorithms of USAC which is simpler and more 
reliable. 
 
 
3.1  Register 

User selects an identity (ID) and password (PW) 
and then sends them to UISAM to register, as shown 
in Fig.5. 

       Fig.5 Registering process 
Ri in Fig. 5 is iii PWXIDhR ⊕⊕= )(  

 

 

3.2 Authentication and data deliver 
In this sub-section, we express the authentication 
process by two routes, namely remote devices to 
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UISAM and UISAM to remote devices, as shown in 
Fig. 6 and Fig. 7, respectively. 
 
 
3.2.1   Remote device to UISAM 
z Algorithm in remote device 
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z Algorithm in UISAM 
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where  ID: Account, 
PWi: Password, 
Ri: Public key, 
T: Time stamp, 
M: Control command 

 
 
3.2.2 UISAM to Remote device 
We only modify the step1 and step2 of UISAM in 
Fig. 6, as shown in Fig. 7, respectively 
 
 
3.3 Modify password 
It’s convenient for user to change his password while 
he/she gets public key Ri. The algorithm is shown as 
follow. 

)()( iiiiiiii KIDhPWPWKIDhPWR ⊕=⊕⊕⊕=⊕  

)(PWR NEWNEW KiIDh ⊕⊕=  

Store RNEW to smart card. 
Then, the password was changed. 

 
 
4 Authority management 

While UAMC receives messages which contain ID 
and command from UISAM, UAMC will check 
user’s authority with UADB. If they meet, then 
UAMC can pass the command from user to IAIA and 
then IAIA will execute the command and send a state 
message to UISAM, else UAMC rejects the 
command to UISAM, as shown in Fig. 4. 

 
 

5 Model implementation and security 
analysis 

To analyze the security of this model, we implement 
the model in this Section. 
 
 
5.1 Practical environment 
For the purpose of ease manipulation, cross-platform, 
and remote-control capability, we have adopted Java 
Server Page (JSP) and Java Servlet written Web 
Server structure, as well, Java 2 Platform, Standard 
Edition, v 1.4.2 API Specification is utilized for 
constructing RAMIA prototype. This model is 
constructed upon Tomcat server software that 
employs browsers as its interface; above-mentioned 
are done with a Pentium III 700GHz Notebook that is 
powered by O/S Windows Professional and 
Microsoft Access 2002 database. 
 
 
5.2 Implementation 
We take ID = “Eric”, Password = “1234567” and 
Command = “Power on light” as an example to 
implement this model. Then, if the Password = 
“1234567” or Password = “123456”, we can have the 
messages as shown in Table 1. If the password is 
correct, then the command message will be decrypted 
and executed. If the password is incorrect, then the 
command message will be ignored and the user can’t 
control the IA devices in home network system at all. 
Via this case implementation, we can know that this 
model is safer and more reliable. 
 
 
6 Conclusion 
At present, there are more and more varied IA 
products appeared in home network system. 
Therefore, authentication mechanism is the most 
significant in IA control mechanism. In this study we 
propose a remote authentication model of 
information appliances (RAMIA). It can not only 
avoid user without authorization to invade our home 
network system, but also promote authorization 
management mechanism. Via this model, we can 



have the more reliable and convenient home network 
environment. 
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Fig.6 Remote device to UISAM 

 
Fig.7 UISAM to remote device 

 
Table 1 Parameter value table 
 Parameters ID PW Ri' C1' C2' K' M' H C2 

Register Step eric 1234567               

pw error eric 123456 [B@71dc3d [B@1326484 [B@16546ef [B@1428ea [B@18a49e0 [B@1f82982   

pw correct eric 1234567 [B@da3a1e [B@11dba45 [B@16f144C [B@2af081 [B@113a53d [B@c5495e [B@16f144C
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Step6 Send message to UISAM  
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Step 6    Execute M’ 
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Step 3 Produce random Session Key：K
 and encrypt 
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Step 6 Report M 


