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Abstract: - The technological revolution of the 21st century, mostly attributed to information and communication technologies (ICT), is surging across the earth, touching all aspects of our lives and transforming them.  The ethical implications of these transformations are huge, but in their most part undiscovered and paid little attention to.  The widespread use of the Internet has brought globalization between computer users (individuals, companies and nations) before politicians even started discussing globalization as a political term and investigating its effects on economies and cultures. 
The nature of cyberspace is such, that if there will be a code of ethics, it has to be adopted by everyone.  Who will define such a universally-accepted code?  Whose national cultures are going to be eroded?  How can we control something which does not have a location?    Even if we agree on some universal code of ethics how will this be introduced and promoted within businesses of the world?
This paper aims at shedding some light on the topic of computer ethics.  Emphasis is put on business computer-ethics.  The discussion is narrowed down to particular solutions that a business may follow: starting from following governmental legislations to tailoring for the company a code of computer-use ethics.   
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1 Introduction
Who will set the rules of this global I.T. (Information Technology) game of getting rich?  You say that getting rich is not everyone’s goal?  But it is.  We are only different in the way we define richness.  Some, most of individuals, companies and nations, define richness in connection to monetary assets and others as related more to knowledge and character values.  For both groups information technology can be the main tool used in their struggle. 

Governments can set the limits, but these would then be local limits and would not suit the international character of the cyber world.  Besides, just a selected few of the governments of the developed countries have tried to legislate some computer-use issues, whereas all the rest either have a very small number of IT users or are so poor that have no “spare” funds to go on researching and legislating the area.  This only contributes to the “digital divide” existing between the technologically rich and the rest of the world.  And the winners are setting the rules of the game.  Everyone would agree that it is wrong to set the ethical principles of one nation as universal, but no one would deny that the doctrines of the web are that of the West. 
The questions keep emerging, but most of them are ignored and left unanswered by the organizations participating in the IT world, for the sake of profit.  Many businesses derive more than half of their revenues from overseas markets; more and more enter the international arena of global marketing and transactions.  They employ people of different nationalities, races and cultures and the workforce is becoming increasingly diverse. For such multinational companies understanding the effects of culture on human behavior when using information technology within a company is crucial for success.  And it is even more important for defining a code of computer-use ethics in a multinational company which would be considerate of the cultural variations, not tolerating or adapting these to the main culture of the organization, but first of all valuing them.  Is there an ethical solution a business can adopt in the context of the “global village”?  Giving an answer to this question is the main purpose of this paper.  
2 Business I.T. and Practices
The major difficulties posed by the nature of I.T. that make computer ethics a real challenge are:

· Changes in relationships among people
· Vulnerability of information: info in e-form looses much of its integrity, becoming more susceptible to unauthorized access and easy to reproduce.

· Conflict of the two needs: need to share information and protect its confidentiality.  

· Rapid change: disk capacity and speed double every 2 years, while corresponding social changes happen much more slowly, which leads to ethical dilemmas in the situations previously unknown.  
The almost absolute anonymity of the cyberspace makes our ethical contacts not only unique, but extremely dangerous to the society on the whole.  As an ancient Greek myth suggests, if one could become invisible, he/she would be immoral.  Does this mean that computer situations promote immorality?  And is it in our power to prevent it? 
The ubiquity of computer ethics keeps posing questions which we might not always be able to answer.  In particular these questions concern ethical use of computers in the workplace, because businesses invest much more in IT than individuals and rely on them to a greater extent and for an increasing number of their activities.  In the quest for effectiveness there is no time for businesses to stop and ask: Are we being ethical?  Whose laws apply to the business we do on the Internet?  Who should control and tax the transactions when we are in one country purchasing goods from a web-site in another?  How will “cyber business” in a global market affect local business, tax collections, unemployment? 

It is particularly important for a business, like for an extremely powerful individual, to behave ethically.  And there is statistical proof that profits and corporate ethics go hand in hand: findings of 1999 DePaul University study reported by Moss [6] showed that: “Firms that made an explicit commitment to follow an ethics code provided twice the value to shareholders than companies that did not”.  
The workplace has been transformed by I.T. in a number of ways including the following: 

· Moving away from the office.  First of all, the place of work is changing from being physically tied to an office to offering a whole range of possibilities: teleworking at home, on the road, in the airplane.  
· Moving towards internationalization.  More and more companies move their services to a global arena, diversifying their employees, customers and partners.  
· Misuse of corporate resources by employees.  This kind of deviant employee behavior is spreading throughout the world.  According to Frances Cairncross [3], almost one third of the working time Americans spent on things other that business: “90% admit to be surfing recreational sites during office hours, 84% send their personal emails from work, more than a half do a spot of cyber shopping in company time”.   

· Impact on human workers.  Nowadays there is also a big incentive to replace human workers with robots and machines.  Such devices have the potential to replace many professions creating unemployment from computer-replaced humans (British telecommunications has cut 170,000 jobs and invested $17 billion in new technology).  Other disadvantages for human workers are: stress keeping up with high speed machines, repetitive motion injuries, magnetism and radiation from computer hardware, “deskilling” of employees who only push buttons, their surveillance by monitoring software.  But there is a positive side to the issue: a considerable number of new jobs are emerging as well: hardware and software engineers, IT teachers, system analysts and consultants, webmasters, data miners, cyber counselors, and so on.  In the long run many more new jobs will be emerging.  
· More openness in company structure.  Companies introduce more variety and openness in their services by giving customers access to databases, employees and inner processes.
· Knowledge selling.  Today handling knowledge and information is one of the keys of corporate success.

· Innovation and cost savings.  Internet spurs innovation: ideas and knowledge flow more freely, spurs competition (lowering some barriers to entry), those companies that have already moved their services on-line, have an enormous incentive to push the suppliers and customers to become part of their network.

To gain a competitive advantage firms do not only have to employ new information technology, but also recognize how to use it ethically, and which factors determine the ethical use of computers in organization.  The first question to ask is: Who is the user? In a multinational company the users vary greatly in their race, gender and nationality.  So it becomes crucial for a company to recognize cultural diversity in the organization, to know the effect of culture on human behavior, and be aware of how people with different cultural background perceive the appropriate use of the Information Technology.   Hauptman [4] stated that “if we do not take into consideration cultural differences, we are not being ethical, we are being fanatical". This may sound a bit extreme but it must be to some extent correct.  
A research done by Tse, Lee, Vertinsky and Wehrung who interviewed 145 executives of different cultures, concluded that culture has predictable effects on decision-making behavior, and affects problem identification and the objectives motivating choice.

“Each Nation has many customs and practices which are not only unknown to another nation but barbarous and cause of wonder.” Michel de Montaigne (De Botton 2000)

Now, the question that arises: Is ethical computer behavior subject to cultural variability?  

A unique cross-cultural study examining computer-use ethics was conducted among nine countries – Singapore, Hong Kong, US, GB, Australia, Sweden, Wales, and the Netherlands – by Whitman and al. [9].  The study examined ethical attitudes toward three kinds of computer use: software license infringement, use of virus programs, and misuse of corporate computer resources.  Significant differences among nationalities for each of these scales were identified.
In general the study found that there was on overall agreement among nationalities as to what is acceptable in computer use, but what differed was the degree of expressed intolerance towards some kinds of computer use.  Asia did not prove to be “digital bandits”, they were not consistently found to be the most permissive nation, so the high computer crime rates there could be explained only by the lack of legal and financial disincentive. 

The only limitation to the results is that the Americans are more extreme in their ratings, while Asians prefer to choose a middle point.  But still, the main conclusion that could be drawn from the study remains valid – expectation of fair and responsible use of software products is not unreasonable, since there is no common understanding between countries.  
3 Adopting a Business Code of Ethical Computer-Use 
Given the great cultural diversity and potential for cultural clashes described, multinational companies have a great difficulty in guiding their employees to behave ethically when using their computers.  But before proposing any business solution in computer ethics, we should make sure that it is possible to find that solution, applicable to all, despite the cultural relativity.

Many suggest that it is not possible to find such a solution, because, as we have seen, ethics of most countries are based on religion and no single religion dominates the globe. 

But, as Kruckeberg[5] suggested, “cultural relativism is not problematic for a universal ethics code”, “globally.. there is a plenitude of shared ethical values, and those which are within differing areas of moral “taste” can be discussed, universally accepted or negotiated”.  James Moor also said that even though our values are relative (but not random!), it does not mean that they are uncommon or beyond criticism; we have approximately the same values, but the weight we give to each one may vary.  These core values are common to every culture: life and happiness; ability, freedom, knowledge, resources and security.  These values are required if a culture is to exist.   No person would want to suffer death, disability, interference, deception, loss of resources or intrusion.

A number of professional codes of ethics have already been developed:
· The Association of Computing Machinery (ACM) Code of Ethics and Professional Conduct is very general, outlining broad moral imperatives, professional responsibilities, organizational leadership imperatives and compliance with code. [1] 
· The British Computer Society (BCS) Code of Conduct  focuses on the relationships, that is who is affected by an action: broad society, employers, clients, or the profession [2]
· The Institute of Electrical and Electronic Engineers (IEEE) Code of Ethics is quite specific, but still does not cover some issues, like software infringement. [7]
Professional codes proved to be hard to follow by all of the businesses, first of all because they are addressed to computer professionals, and we are concerned with all of the I.T. users in an organization, who might not understand all of the terms used in the codes, and also because these are too westernized or too vague.

There are also international bodies that offer general principles of action, which could be taken as a global code of ethics.  UNESCO is one of the organizations which offer such guidelines [8] with the main points made in its latest ICT yearly report, being: 

· universal access to information

· respect for privacy and personal data

· enrichment of our lives

· ensure cultural pluralism

· freedom from violence, pornography, pedophilia, racism

· freedom of expression

· access to knowledge, scientific research

· protection and enhancement of heritage, common good

But still these can be said to be too general.  Further to these following is a list of principles, applicable to all, despite the many differences humans have:

· Caring for others

· Responsibility to others including an employer, customers, public or profession in general. 
· Personal integrity to include honesty, truthfulness and objectiveness. 
· Personal competence.  This involves a person keeping up-to-date with the technological innovations and when applied to an IT professional, requires from him/her to actually do the job in the most skillful way and in compliance with the professional code.
· Balance openness and security.  How much security do we impose on computer data files – choose objective user friendliness or data protection? – would still vary between different cultures.
· Golden Rule.  “Treat others the way you want them to treat you”.  This rule is simple and all encompassing at the same time.  There is an equivalent to it in every country, and it would be hard for someone to object to its geniality.

A code in compliance with these universal principles might also include the following provisions:

· Disciplinary actions resulting from violation of the code

· Respect for the privacy and property rights of others

· Fair use of system resources

· Use of system data and documentation only for authorized purpose

· Unauthorized borrowing of other peoples user-IDs and passwords

· Degrading system performance

· Computer-assisted plagiarism

· Exploiting loopholes in system security.
Still, priority and extent of applicability of the universal principles may be different depending on a particular culture, but they do establish a general course of action for all of us, no matter on which side of the globe one is entering the cyberspace or writing software.  General agreement on the basic codes of ethics would bring security in our more and more frequent encounters with I.T. and acknowledgment with each others cultural variations would preserve the excitement of learning new viewpoints, which is the key to progress.
4 Conclusion 
The ethical problems that rose by the technological revolution and have been identified and discussed in this paper are just a small fraction of what is coming in the near future.  As the actions of individuals take a more global character than ever imagined before, local laws are becoming irrelevant and ineffective.  Respectively the ethics codes cannot be local as well unless we want a single group of people to dominate the world.  
One should not make the mistake of underestimating the complexity and novelty of the ethical problems raised by the Information Technology and take unified actions now, without waiting for new, more complicated problems to arise.  If efforts to find a solution, to define a global, computer code of ethics will be made, their success will bring security to the cyber world.
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